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Author’s Note
I have spent years testing security controls against the attacks they are supposed to stop, and the finding that repeats across thousands of environments is uncomfortable in its consistency: deployed is not the same as effective, and the difference is rarely visible until an incident makes it public. Credit unions hold a particular place in that picture for me. They are cooperative institutions defending the savings of ordinary members, usually with small teams and inherited technology, in a sector where a single shared provider’s unpatched appliance has already taken dozens of institutions offline at once. My professional view, after those years of testing, is that the sector’s problem is not a shortage of tools, budget, or diligence. It is a shortage of evidence. Credit unions have bought far more protection than they can prove, and everything in this book follows from taking that gap seriously.
I wrote this handbook as a desk reference for the people who carry that weight: the chief information security officers, security managers, and IT leads who defend institutions from under $100 million to over $10 billion in assets, and the chief executives, volunteer boards, risk and compliance officers, examiners, and the CUSOs and technology providers that serve them. The chapters carry the argument and its evidence. The appendices carry the instruments, a self-scoring maturity model, per tier playbooks, a board metrics pack, and a vendor due-diligence question set, built so that a reader can act on the argument rather than merely agree with it. This is a first edition, with sector figures stated as of March 31, 2026.
One thing should be on the table before anything else: I work in the security validation industry, which is the category this book’s recommendations favor. That is precisely the kind of claim a careful reader should decline to take on trust, so the methodology appendix states the sourcing, precision, and verification rules applied throughout, and the book is built to be checked rather than believed. It names the failure mode of its own recommendation, it reports the evidence that runs against its thesis wherever the sources contain it, and it rests its central claim on published federal instruction rather than on any vendor’s characterization of it.
A book like this accumulates debts. I owe thanks to my colleagues in the security research community, whose scrutiny made the argument sharper and the numbers more careful, and to the authors of the hundred-odd source documents this book stands on, who did the measuring. Above all I thank my family and loved ones, who gave this book the evenings and weekends it was written in. The errors that remain are mine.
Scope and Limitations
This book describes cybersecurity threats, practices, and regulatory obligations affecting United States credit unions. It does not provide legal advice, and nothing in it creates an attorney-client or advisory relationship. Descriptions of statutes, regulations, and supervisory expectations are the author’s reading of published text as of the edition date; institutions should act on regulatory questions through their counsel, their compliance function, and their examiner.
The five-year outlook presents scenarios, meaning plausible trajectories bounded by current evidence. Scenarios are not predictions, and the chapter that carries them states which developments would confirm or retire each one.
Counts of reported incidents are a floor on what occurred, not a ceiling, and the book carries that qualification wherever such counts appear. Where authoritative sources conflict, both figures are presented with the basis of each stated. Where no source establishes a figure, the book says so rather than estimating.
The maturity model and its scoring procedure are a self-assessment instrument. A score is not a certification, does not predict examination findings, and does not substitute for the independent testing the model itself prescribes.
Trademarks and Attribution
MITRE ATT&CK® and ATT&CK® are registered trademarks of The MITRE Corporation. This book references ATT&CK technique identifiers for identification and defensive testing guidance only, and is not affiliated with, sponsored by, or endorsed by The MITRE Corporation.
This book cites publications and advisories of United States government agencies, including the National Credit Union Administration, the Cybersecurity and Infrastructure Security Agency, the Federal Bureau of Investigation, the Federal Trade Commission, the National Institute of Standards and Technology, and the Federal Financial Institutions Examination Council. Reference to agency material does not imply that any agency has reviewed, approved, or endorsed this book.
All other company names, product names, and report titles cited in this book are trademarks or registered trademarks of their respective owners, and are used for identification and citation only. Citation of a source does not imply its publisher’s endorsement of this book.
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How to Use This Book
The unit of analysis throughout is the asset tier. Five tiers organize the sector: Tier 1, under $100 million in assets; Tier 2, $100 million to $500 million; Tier 3, $500 million to $1 billion; Tier 4, $1 billion to $10 billion; and Tier 5, over $10 billion. Every chapter reads threats, obligations, and remedies through that lens, because what good security looks like differs by tier more than by any other variable.
The book divides into chapters and instruments. Chapters 1 to 10 carry the argument: the sector’s structure, its threat landscape, its operating constraints, its regulatory position, its technology estate, its adversaries, its incident record, its plausible trajectories to 2031, its maturity model, and the business case for validation. The closing synthesis states what the evidence establishes. The appendices carry the instruments: the ATT&CK technique catalog (A), the per tier playbooks (B), the control-to-regulation cross-reference (C), the continuous validation blueprint (D), the board metrics pack (E), the vendor and CUSO due-diligence set (F), the glossary (G), the chronological reference (H), the quick reference tables (I), the anticipated objections (J), the methodology (K), and the sector collective defense playbook (L).
Four decision verbs recur wherever test results are dispositioned: Patch, Mitigate, Monitor, and Accept with Evidence. One scoring rule recurs wherever maturity is discussed: an institution’s overall maturity level cannot exceed its testing-and-validation score by more than one. The reasoning behind both is the argument of the book.
Reading Paths by Role
Every path begins at the same place: the maturity self-assessment in Chapter 9, scored honestly in one sitting. The resulting tier and level route the reader to the matching playbook in Appendix B, which is what makes the rest of each path specific to the institution rather than generic.
Chief executives and board directors receive the Chapter 9 score and its trend from management, then read The Argument in Brief and Chapter 1 for why asset tier decides what good security looks like. Chapter 10 prices the decision, and the board metrics pack in Appendix E defines the one-page annual view. A director finishing this path can put the validation question to management in its correct form, not whether a control exists but what evidence shows it works, and can approve a testing cadence and its owner with the cost understood.
Security managers and CISOs produce the Chapter 9 score, take the Appendix B playbook for the resulting tier and level, and run the validation loop that Appendix D sets out. Chapters 2, 6, and 7 establish the technique scope, and Appendix A turns it into a starting catalog. A security lead finishing this path can run a first validation cycle, disposition every result as Patch, Mitigate, Monitor, or Accept with Evidence, and produce artifacts that serve the board, the examiner, and the insurer from the same testing.
IT leads at institutions with no dedicated security staff score Chapter 9 the same way; at most such institutions the result routes to playbook B1 or B2. Chapter 1 states what the tier means, Chapter 3 why the constraint is structural rather than a local failing, and Appendix F supplies the questions to put to the core provider and CUSOs whose controls make up most of the estate at this size. An IT lead finishing this path can replace provider attestations with evidence requests, enroll the institution in the free federal services already in sector use, and run the smallest viable validation loop without new headcount.
Risk and compliance officers start from the Chapter 9 score because Appendix C maps its eight capability domains to the framework successors and the sector’s regulatory floor, so one annual self-score serves every audience that asks. Chapter 4 sets out the regulatory position, including the 72-hour reporting rule, and Appendix H consolidates the dated record for examination files. A compliance officer finishing this path can answer framework and examination requests from a single scored instrument, with evidence drawn from operations rather than assembled annually, and can rehearse the 72-hour clock against the provider scenario Chapter 7 documents.
Providers, CUSOs, and leagues read Chapter 9 from the other side: it is the instrument client institutions will increasingly score themselves against, and Appendix F is the evidence request that follows from it. Chapter 5 describes the shared technology estate, Chapter 7 what its failures have cost, and Appendix L the cooperative structures through which tested content and results can be shared. A provider finishing this path can anticipate the due-diligence set before it arrives and package evidence once for many clients; a league or CUSO can locate its role in the sector’s collective defense.
The Argument in Brief
The United States credit union system is defended better than it has ever been, and it cannot prove it. That combination, not any shortage of tools, spending, or attention, is the sector’s cybersecurity problem for the years 2026 to 2031, and the distance between what institutions have bought and what they can demonstrate is where the period’s largest harms have already entered.
The scale at stake is national infrastructure by any measure. As of the first quarter of 2026, 4,250 federally insured credit unions, 2,672 federal and 1,578 state chartered, serve 145.8 million members and hold $2.48 trillion in assets (NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71]). Under the NCUA’s 72 hour notification rule, those institutions reported 539 cyber incidents in the rule’s most recent reporting year (NCUA 2025 Cybersecurity and Credit Union System Resilience Report [DOC-65]), and a count of what was reported to the regulator is a floor on what occurred, not a ceiling.
The sector’s defining incident of the period began nowhere near a credit union. A ransomware affiliate exploited a disclosed and patchable vulnerability at a shared technology provider, and dozens of credit unions went offline at once (DoublePulsar [DOC-29], CISA AA23-325A [DOC-14]). The federal advisory naming the technique and instructing defenders to test against it had been public for five weeks. Every affected institution held the control in question; none had proven it against the technique in use; and the sector’s concentrated technology base converted one provider’s unremediated appliance into a sector event. Nothing in that sequence was exotic, and nothing in it has been retired since.
The way in has changed, and the clocks now disagree. Independent tracking datasets converge on exploitation of unremediated, internet facing vulnerabilities as the most common initial access vector, and the state of remediation decides how long that window stays open. Only 26 percent of critical vulnerabilities in CISA’s Known Exploited Vulnerabilities catalog were fully remediated in 2025, down from 38 percent the year before, while the median time to full resolution rose to 43 days from 32 (Verizon 2026 DBIR [DOC-101]). Over the same period the average eCrime breakout time fell to 29 minutes (CrowdStrike 2026 Global Threat Report [DOC-22]). A defense cycle measured in weeks meets an attack cycle measured in minutes, and no purchase closes that gap. Cadence does.
Against that tempo, the sector’s assurance still runs on attestation. The instruments institutions rely on to know their own position, vendor questionnaires, annual assessments, and framework attestations, measure possession and intent, and the period’s incident record shows possession and intent failing at the moment of contact. Regulation has moved ahead of practice here. The NCUA’s reporting rule treats a provider’s incident as the institution’s own reportable event, and the regulatory floor already treats continuous testing of effectiveness as the ordinary path rather than the ambitious one. The examination question of the period is no longer whether a control exists. It is whether the control can be shown to work against the techniques currently in use against institutions of that size.
The corrective is a change in the unit of assurance, from possession to proof. Every material control claim becomes a test against named techniques in current use. Every test ends in one of four dispositions, Patch, Mitigate, Monitor, or Accept with Evidence. And the evidence produced serves the board, the examiner, and the insurer from the same artifacts, which converts assurance from an annual assembly project into a byproduct of operations. The maturity model in Chapter 9 encodes the discipline structurally: an institution’s overall level cannot exceed its testing and validation score by more than one, because the incident record shows untested strength and untested weakness to be indistinguishable at the moment the distinction matters.
Equally important is what the evidence does not support. No public source establishes credit union specific staffing or budget benchmarks by tier, nor the distribution of institutions across maturity levels, and no credit union specific breach dataset exists; the regulator’s own incident count is the sector’s only native measure, and every cost figure in this book is read across from wider populations and marked as such. The two trackers that count ransomware victims disagree, and both counts are carried in parallel rather than merged into a number that would describe neither. Survey figures arrive with their sample compositions stated, including where a sample skews toward large enterprises or toward particular asset bands. The argument proceeds only where the sources can carry it.
What to do first depends on size, which is why a five tier asset lens runs through every chapter. An institution under $100 million in assets operates few of its own controls, so its first move is to demand evidence from the providers that do, and to take the free federal services already in sector use, as more than 300 credit unions have with CISA’s no cost Cyber Hygiene scanning (NCUA 2025 Resilience Report [DOC-65]). Institutions in the middle tiers, large enough to be targeted deliberately yet small enough that one departure can hollow out the security function, validate the controls they operate themselves while holding cores and CUSOs to the same evidence standard. The largest institutions run continuous validation in production and carry the one role only they can, contributing tested content to the sector’s cooperative channels. The playbooks in Appendix B state each tier’s first ninety days, first twelve months, and the artifacts each phase should produce.
The judgments above are bounded by the same rules that govern every chapter. Survey derived figures travel with their sample sizes at every point of use. Where authoritative sources conflict, both series are carried in parallel with the basis of each stated, because merging them would produce a figure describing neither. Where no source establishes a number, the gap is stated and left standing, and eight such gaps are collected in the closing synthesis, because a desk reference that estimates into holes stops being one.
The sector does not primarily need new spending. By its own survey and supervisory record, spending has risen for years while proof has not. It needs evidence for what it has already bought, and 2026 to 2031 is the window in which that evidence can still be produced deliberately, at board pace and examination cadence, rather than reconstructed afterward in an incident timeline.
Chapter 1. Industry Landscape and Structural Profile
Guidance about threats and controls means little until a prior question is settled, which is what kind of institution is receiving it. Credit unions differ from one another far more than a shared charter suggests. They differ in scale, in how much of their technology they operate rather than rent, in who governs them, in the examination attention they draw, and in the money and management focus they can direct at security in any given year. Those differences set a ceiling on what an institution can realistically do, which is why identical advice produces very different outcomes at two credit unions of the same asset size. The conditions that build that ceiling are the subject of this chapter.
1.1 The Tier Lens, Why One Security Standard Cannot Fit the Sector
The U.S. credit union system is easy to mistake for one market with one security problem. It is closer to five markets that happen to share a charter type, and the difference is not academic, because it decides what good security even looks like at a given institution. A Tier 1 institution typically runs security as a part time responsibility inside a small IT function and buys nearly everything as a service. A Tier 5 institution runs a named security organization with dedicated leadership, a formal risk function, and direct examiner attention comparable to a regional bank's. The institutions in between carry the hardest version of the problem, large enough to be targeted deliberately and to hold assets worth an adversary's planning time, yet small enough that a single departure can hollow out the security function. One standard cannot fit that range, and three structural facts explain why the tier has to be the unit of analysis throughout this book.
The first is that the sector is always consolidating, and consolidation pushes institutions up-tier while steadily thinning the ranks of the smallest, a trend the regulator itself calls long running (NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71]). What matters for security is less the trend than what each deal carries with it. Every merger inherits two technology estates and two control sets, and the real posture of the combined institution stays unknown until someone tests it. Consolidation, in other words, is a standing source of unvalidated controls, manufactured by the sector's own success.
The second is that institutions and assets sit at opposite ends of the size range. Members and assets concentrate in the upper tiers while the raw institution count concentrates in the lower ones (NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71]). A sector wide average is therefore wrong in both directions at once, describing an institution that does not exist. Most institutions are small. Most assets are not. That is why every benchmark, budget figure, and maturity expectation in this handbook is stated against a tier and never against the sector average.
The third fact turns the sector's cooperative strength into its defining risk. Credit unions jointly own service organizations, share core processing platforms, and pool network services precisely because, one by one, they lack the scale to build these things alone. The arrangement is efficient, and the same arrangement converts many small attack surfaces into a few large ones. The defining sector incident of the current period was not an attack on any credit union at all. It was an attack on a shared technology provider that took dozens of institutions offline at once (DoublePulsar [DOC-29], CISA AA23-325A [DOC-14]). Concentration is the sector's efficiency mechanism and its systemic risk mechanism at the same time, because they are one mechanism seen from two sides.
Because the tiers differ this much, the same validation discipline has to enter each one by a different door. A Tier 1 institution validates mostly by demanding evidence from its providers. A Tier 3 institution validates the controls it operates directly alongside the assurances it accepts from its core and its CUSOs. A Tier 5 institution runs continuous validation as an internal discipline. The question underneath all three is identical, and it is not whether the control exists but whether it can be shown to work against the techniques currently used against institutions of that size. Figure 1.1 sets the operating model of each tier against that single question.
Figure 1.1. How the validation question changes by tier
	TIER

	WHO OWNS SECURITY

	OPERATING MODEL

	PRIMARY VALIDATION MODE

	EXAMINER POSTURE


	Tier 1 (under $100M)

	Part time, inside IT

	Buys nearly everything as a service

	Demands evidence from providers

	Lightest


	Tier 2 ($100M to $500M)

	Inside IT, first dedicated security spend

	Owns its first controls, inherits the rest

	Validates the small estate it operates, demands evidence for the rest

	Light


	Tier 3 ($500M to $1B)

	Shared or emerging function

	Operates some controls, inherits the rest

	Validates own controls plus core and CUSO assurances

	Rising


	Tier 4 ($1B to $10B)

	Security organization with named functions

	Runs most controls, stack resembling a mid size bank’s

	Technique level and chained validation across control seams

	Deep


	Tier 5 (over $10B)

	Named security organization

	Runs most controls in house

	Continuous validation as internal discipline

	Bank-grade, direct



1.2 Structural Profile of Credit Unions
The shape of the sector decides where security efforts have to go. These figures describe not a census but a map of where the risk and the resources actually sit.
The headline scale is substantial. As of March 31, 2026, there were 4,250 federally insured credit unions, comprising 2,672 federal credit unions and 1,578 federally insured state chartered credit unions, serving 145.8 million members (NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71]). Together they held $2.48 trillion in assets, up $117 billion or 4.9 percent over the year, against $1.73 trillion in loans outstanding (NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71]). The count itself is falling, down from 4,411 in the first quarter of 2025, a net loss of 161 institutions in a year the NCUA describes as consistent with long running consolidation trends (NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71]). The system is growing in assets while shrinking in institutions, which is the arithmetic of consolidation stated plainly.
The more important pattern is how unevenly that scale is distributed, because it governs how every later benchmark should be read. Figure 1.2 sets the two size groups the NCUA reports side by side.
Figure 1.2. Sector concentration by size, first quarter of 2026
	SIZE GROUP

	INSTITUTIONS

	TOTAL ASSETS

	MEMBERS


	Complex, assets over $500 million (Tiers 3 to 5)

	748

	$2,170.6 billion

	123.5 million


	Small, assets under $100 million (Tier 1)

	2,466

	$74.3 billion

	6.6 million


	All federally insured credit unions

	4,250

	$2.48 trillion

	145.8 million



The complex group rose from 740 institutions a year earlier. The $100 million to $500 million band sits between the two groups shown. Source, NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71].
Read as shares, the concentration is stark. Roughly 18 percent of institutions, the complex group, held approximately 87 percent of sector assets and 85 percent of members, while 58 percent of institutions, the small group, held approximately 3 percent of assets. (Shares computed from the counts and totals above, both from [DOC-71].) The same summary records 2,379 credit unions carrying a low income designation, 56 percent of all federally insured credit unions. The practical lesson is that a figure describing the median institution and a figure describing the median member's institution are almost never the same figure, and confusing the two is the most common way sector statistics mislead.
Financial capacity follows the same logic, and it matters here because it bounds what any institution can spend on security. Net income ran at $20.4 billion at an annual rate through the first quarter of 2026, up 30.5 percent year over year, and the system net worth ratio stood at 11.24 percent (NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71]). The system in aggregate is well capitalized, but aggregate health says little about the small institution deciding whether it can fund a control it cannot staff.
Finally, the sector keeps its own incident record, and it is the one place a credit union specific count exists. Federally insured credit unions reported 539 cyber incidents to the NCUA between May 1, 2024 and April 30, 2025 under the 72 hour rule, related to ATM jackpotting, business email compromise and phishing attacks, ransomware, and third party service providers (NCUA 2025 Cybersecurity and Credit Union System Resilience Report [DOC-65]). No reported incident in that window was systemic to the system. That is a genuinely reassuring line, and it carries one honest qualification, that a count of what was reported to the regulator is a floor on what occurred, not a ceiling.
1.3 The Operating Model, Cooperative Structure and Shared Dependency
A credit union and a bank of the same asset size can look alike on a balance sheet and defend themselves very differently, because three features of the cooperative model shape security posture in ways that have no clean bank equivalent.
The first is governance. Most institutions are governed by volunteer boards drawn from the membership, which makes board level cyber fluency a sector wide constraint rather than an institution specific one. This is not a criticism of volunteer directors, it is a description of the job they are being asked to do, and it is why board level security reporting has to translate validation evidence into terms a volunteer board can actually govern with. The examiner treats this as first order rather than incidental, assessing whether the board provides adequate governance over information systems and security as one of four stated objectives of the NCUA's Information Security Examination program (NCUA 2025 Cybersecurity and Credit Union System Resilience Report [DOC-65]).
The second feature is shared dependency, and it is the one that most changes where a credit union's real risk lives. Credit union service organizations (CUSOs), shared core processors, shared branching, and cooperative networks let small institutions offer big institution services, and the security consequence is that a large share of any credit union's true attack surface sits outside its own network perimeter and beyond its direct testing reach. That single fact is why third party risk and vendor and CUSO due diligence carry weight out of proportion to the attention they typically receive, and why the NCUA's incident rule counts a compromise at a third party or CUSO as a reportable incident for the credit union itself.
The third feature is the examination model that sits over all of it. Every federally insured credit union is examined against its information security program through the NCUA's risk focused, scalable Information Security Examination (ISE) program, with the voluntary Automated Cybersecurity Evaluation Toolbox (ACET) available for maturity self assessment (NCUA 2025 Cybersecurity and Credit Union System Resilience Report [DOC-65]). In practice the examination is the sector's de facto minimum standard.
1.4 What Credit Union Leaders Say Worries Them
A security leader's room to act is set less by the threat than by where the people holding the budget place their attention, which makes the sector's own concern data the necessary starting point for any case for spending. Cornerstone Advisors surveys community financial institution executives each year (n=308, of whom 45 percent were from credit unions and 92 percent worked for institutions in the $250 million to $50 billion asset range), and the recent trend for credit union leaders is that cybersecurity and consumer related fraud have both climbed the concern rankings, on both counts past where their bank peers place them (Cornerstone Advisors, What's Going On in Banking 2025 [DOC-19]). Figure 1.4 traces the movement and sets it beside the 2025 bank responses.
Figure 1.4. Executives naming each issue a top concern, credit unions by year with 2025 bank comparison
	CONCERN

	CREDIT UNIONS 2023

	CREDIT UNIONS 2024

	CREDIT UNIONS 2025

	BANK EXECUTIVES 2025


	Cybersecurity

	35%

	48%

	52%

	48%


	Consumer related fraud

	
	37%

	51%

	43%


	Efficiency, noninterest expense, and cost

	
	
	59%

	

	New member growth

	
	
	62%

	


Source, Cornerstone Advisors, What's Going On in Banking 2025, n=308 [DOC-19]. Blank cells mark figures the survey does not report for that group or year.
The direction is the story. Cybersecurity concern among credit union executives rose across three consecutive years, and consumer related fraud rose faster still in a single one, so that credit union leaders now report higher concern than the bank executives in the same survey on both dimensions (Cornerstone Advisors, What's Going On in Banking 2025 [DOC-19]). That is a real shift in attention, and it would be easy to read as a budget tailwind for security. The rest of the same survey says otherwise. Efficiency, noninterest expense, and cost, and new member growth, were each named a top concern for 2025 by credit union executives, and by larger shares than security drew (Cornerstone Advisors, What's Going On in Banking 2025 [DOC-19]). Concern about cybersecurity has risen into a field already crowded with growth and cost pressure, and it has not displaced them. A security leader is therefore not arguing against indifference but against other priorities that are also legitimate.
1.5 Budget and Staffing Reality
Worldwide end user spending on information security is projected to reach $213 billion in 2025, up from $193 billion in 2024, and to rise a further 12.5 percent in 2026 to $240 billion (Gartner press release, July 29, 2025 [DOC-43]), all of it inside a worldwide IT budget expected to reach $6.15 trillion in 2026, up 10.8 percent on the year (Gartner press release [DOC-44]). Where individual firms fall within that envelope depends less on size than one might expect. In a 2026 survey of more than 300 cybersecurity leaders, 54 percent of financial services firms reported spending more than $5 million a year on cybersecurity, and financial services was the segment most likely to report budgets above $50 million, at 11 percent (Wiz 2026 CISO Budget Benchmark, n=300+ [DOC-103]). Yet spending did not track organization size cleanly, and the smallest surveyed companies, those with 500 to 2,500 employees, reported anywhere from $250 to $5,000 per employee (Wiz 2026 CISO Budget Benchmark, n=300+ [DOC-103]). One caution travels with all of these figures, and it is not a footnote. The survey population is general enterprise and skews larger than most credit unions, and Tier 1 and Tier 2 institutions sit below even its smallest size band, so the numbers bound the upper tiers and say nothing reliable about the lower ones.
That unevenness matters, because it means the external anchors do not apply equally at every tier. Figure 1.5 lays out which reference each tier can legitimately use, and where none applies.
Figure 1.5. Reading budget and staffing by tier
	TIER

	EXTERNAL BUDGET ANCHOR

	HOW TO READ THE POSITION


	Tier 1 and Tier 2

	None, these institutions sit below the smallest surveyed size band

	Security cost is largely embedded in vendor and CUSO fees, so spend is read through provider contracts rather than an internal budget line


	Tier 3 to Tier 5

	The financial services distribution above, as an upper reference only

	Compare against firms of similar scale, treating the survey population's larger skew as a ceiling



Security spending rises every year across the industry, and executive concern about cybersecurity rises every year in the sector's own survey record, and yet the incident record keeps producing sector scale events through controls that existed and failed unverified. Whatever a given institution can spend, at any tier, the return on that spend is realized only when it is converted into evidence that the controls actually work. Spending more on unvalidated controls does not close that gap, it widens it. The gap was never between spending and threat. It is between spending and proof.
1.6 Findings and Implications
The structural picture assembled in this chapter produces an arithmetic that favors the adversary. The sector is thousands of small institutions and a few hundred large ones, sharing one regulator, one incident reporting regime, and a heavily shared technology base. An adversary does not have to defeat 4,000 separate defenses. It has to defeat a handful of shared dependencies, or any single institution whose controls were bought and deployed but never proven against a live technique.
The ingredients for a response are now in place. Executive attention has arrived, with the sector's own leaders ranking cybersecurity and fraud among their highest concerns in the published survey series, and budget exists at the tiers where a dedicated security function is feasible. What money and attention cannot buy directly is the thing the sector is still short of, which is defensible evidence that the controls in place stop the techniques actually in use against institutions of comparable size and exposure.
That distance between expenditure and evidence is the subject of the chapters that follow. It is not uniform. Its size, and the means available to close it, differ at every tier, which is why the tier remains the unit of analysis throughout.
Chapter 2. Threat Landscape
The credit union sector produces very little threat data about itself. The industry professionals have to read across datasets built on the wider economy or on financial services as a whole, and that translation is the work of this chapter. It matters because of one structural difference. Credit unions face the same adversaries as the rest of financial services, but a substantial share of what reaches them arrives through infrastructure shared with dozens of peers rather than through their own perimeter. Industry averages built on independent organizations therefore understate how far a single compromise can travel in this sector.
2.1 Macro Environment
In 2025 the FBI's Internet Crime Complaint Center received 1,008,597 complaints with $20.877 billion in reported losses, a 26 percent increase in losses from 2024, and an average reported loss of $20,699 per complaint (FBI IC3 2025 Annual Report [DOC-53]). One detail inside that total bears directly on credit unions. Complainants aged 60 and over filed 201,266 complaints with $7.7 billion in losses, the largest loss total of any age group (FBI IC3 2025 Annual Report [DOC-53]). For an institution whose business runs through the branch, the call center, and the member's own online session, that is not a distant national figure. It is a fair description of where member-facing fraud already lands.
Loss does not spread evenly across crime types. It pools, and the shape of that pool shows where an adversary's planning time is actually going. Figure 2.1 shows the costliest categories in 2025.
Figure 2.1. Costliest IC3 crime categories by reported loss, 2025
	IC3 CRIME CATEGORY

	REPORTED LOSS


	Investment fraud

	$8.649 billion


	Business email compromise

	$3.047 billion


	Tech and customer support fraud

	$2.135 billion



Two descriptors cut across these categories rather than forming their own. The cryptocurrency descriptor was attached to $11.367 billion in losses, and the AI related descriptor to 22,364 complaints and $893.3 million in losses. Source, FBI IC3 2025 Annual Report [DOC-53].
Set against that national backdrop, the sector's own record reads as calm. Federally insured credit unions reported 539 cyber incidents to the NCUA between May 1, 2024 and April 30, 2025 under the 72 hour rule, related to ATM jackpotting, business email compromise and phishing attacks, ransomware, and third party service providers (NCUA 2025 Cybersecurity and Credit Union System Resilience Report [DOC-65]). No reported incident in that window was systemic to the system. That is a reassuring record, and it carries one caution. A count of reported incidents measures what reached the regulator, not everything that happened, so the calm is real but it is not the same as proof of safety.
If the incident count is the reassuring number, the timing data is the one that sets the agenda. The average eCrime breakout time, the interval from initial access to lateral movement, fell to 29 minutes in 2025, a 65 percent increase in speed from the prior year. The fastest observed breakout was 27 seconds, and in one intrusion data exfiltration began within four minutes of initial access (CrowdStrike 2026 Global Threat Report [DOC-22]). Stealth moved in step with speed. In the same dataset, 82 percent of detections in 2025 were malware free, up from 51 percent in 2020, which means most intrusions now travel through valid credentials, trusted identity flows, approved SaaS integrations, and inherited software supply chains rather than through code a scanner can catch (CrowdStrike 2026 Global Threat Report [DOC-22]).
Defenders, meanwhile, are moving the wrong way. Global median dwell time across 2025 Mandiant investigations rose to 14 days, up from 11 days in 2024 (Mandiant M-Trends 2026 [DOC-61]). Set side by side, the two trends define the problem. Attackers are compressing the time from entry to damage while defenders are taking longer to notice they are inside. The space between those two lines is where a control that was deployed but never proven quietly fails.
2.2 Initial Access, the Vector Shift Toward Exploitation
For most of the past decade the story of initial access was a story about stolen credentials. In 2025 that changed, and it changed in three independent datasets at once, which is what makes the shift worth taking seriously rather than treating as one vendor's artifact. Across all three, exploitation of vulnerabilities has moved ahead of credential abuse as the leading way in. Figure 2.2 sets them side by side.
Figure 2.2. Initial access, three datasets on the shift to exploitation, 2025
	DATASET

	LEADING EXPLOITATION VECTOR

	CREDENTIAL VECTOR


	Verizon DBIR, breaches, Verizon 2026 Data Breach Investigations Report [DOC-101]

	Exploitation of vulnerabilities, 31%, up from 20% (a 55% increase)

	Credential abuse, 13%, down from 22%


	IBM X-Force, cases, IBM X-Force Threat Intelligence Index 2026 [DOC-51]

	Exploitation of public facing applications, 40% (related incidents up 44%)

	Valid credentials, 32%


	Mandiant, investigations, Mandiant M-Trends 2026 [DOC-61]

	Exploits, 32%, most common for the sixth year running

	Stolen credentials, 9%, down from 16% in 2024



Three findings sit alongside the shared trend and sharpen it. Verizon attributes part of the credential decline to pretexting, which it now tracks as a separate vector, so the fall is partly reclassification rather than pure retreat. X-Force found that 56 percent of the vulnerabilities it tracked could be exploited without authentication, meaning more than half needed no credential at all. And Mandiant recorded highly interactive voice phishing as the second most common vector after exploits, a sharp rise, at 11 percent of investigations. Taken together they describe an adversary reaching for the unlocked window before trying the stolen key.
If exploitation is the way in, the state of remediation decides how long that window stays open, and here the picture is poor. Only 26 percent of critical vulnerabilities, defined as those in the CISA Known Exploited Vulnerabilities catalog, were fully remediated by organizations in 2025, down from 38 percent the year before, while the median time to full resolution rose to 43 days from 32 (Verizon 2026 DBIR [DOC-101]). The window is also opening earlier, with a 42 percent increase in zero day vulnerabilities exploited before public disclosure (CrowdStrike 2026 Global Threat Report [DOC-22]). Exploitation is rising as a vector at the same moment defenders are getting slower at closing the exposures it targets.
2.3 The Financial Sector Cut
The finance industry is a major target for threat actors. Although industry reports do not directly focus on credit unions, they provide important insights about the threat landscape. Two findings carry over to credit unions, one reassuring and one not. The reassuring one is that third party involvement in the financial vertical, at 34 percent, sits below the 48 percent recorded across all industries. The complication is that this headline understates the sector's real exposure, because the credit union system does not spread its third party risk across many independent vendors, it concentrates it in a few shared cores and CUSOs. A lower percentage of breaches touching third parties is small comfort when the third parties in question are shared by dozens of institutions at once. The finding that needs no qualification is the motivation figure. When breaches in the vertical are financially motivated in nearly every case, the adversary is not ideological or opportunistic but economic, choosing targets by expected return on effort, and against an economic adversary provable control effectiveness is not a compliance artifact but a way to make the institution a worse investment of effort than the one next door.
Figure 2.3. Verizon DBIR Financial and Insurance snapshot, 2026
	MEASURE

	VALUE


	Incidents

	3,809


	Incidents with confirmed data disclosure

	1,300


	System Intrusion, Social Engineering, and Everything Else patterns

	81% of breaches


	Breaches with external actors

	88%


	Financially motivated breaches

	98%


	Initial access, exploitation of vulnerabilities

	22%


	Initial access, phishing

	20%


	Initial access, credential abuse

	15%


	Human element present

	65% of breaches


	Third party involvement

	34% of breaches



Source: Verizon 2026 DBIR, Financial and Insurance snapshot [DOC-101].
2.4 Ransomware
Ransomware tells a two sided story for credit unions, and both sides matter to a defender. There were more attacks than ever, and the economics of the crime got worse for the people committing it. Neither half is comfortable, because falling attacker margins tend to push the survivors toward fewer, larger, better planned hits rather than out of the business.
On volume, the direction is not in dispute even though the exact count is. Ransomware was present in 48 percent of all breaches in the 2026 DBIR dataset, up from 44 percent the year before (Verizon 2026 DBIR [DOC-101]), so on the breach side it now features in nearly half of everything. The leak site trackers count differently, and they agree on the trend while disagreeing on the number, as Figure 2.4a shows.
Figure 2.4a. Publicly reported ransomware activity in 2025, by tracker
	TRACKER

	REPORTED FOR 2025

	BASIS AND NOTE


	GuidePoint GRIT

	7,515 victims across 124 groups

	Averages 20.6 victims per day


	Symantec

	4,737 claimed attacks

	Up 0.8% from 4,701 in 2024, the highest in its series


	Chainalysis, citing eCrime.ch

	50% increase year over year

	Most active year on record in that series



Sources, GuidePoint GRIT 2026 Annual Ransomware Report [DOC-48], Symantec Ransomware 2026 [DOC-98], and Chainalysis 2026 Crypto Crime Report [DOC-16].
The payment side is where the claim that things got worse for attackers is actually earned. Ransomware actors received more than $820 million in on chain payments in 2025, an 8 percent decline from Chainalysis' updated 2024 estimate of $892 million, with the caveat that the 2025 figure is likely to grow as attribution continues (Chainalysis 2026 Crypto Crime Report [DOC-16]). The behavioral shift underneath that number is sharper still. Coveware's negotiation data shows the share of victims who pay has fallen from 77 percent in 2019 to 23 percent in the first quarter of 2026, even as the average payment rose 15 percent to $680,000 and the median slipped 7 percent to $300,000, the signature of a market consolidating around fewer but higher leverage cases (Coveware by Veeam, Q1 2026 [DOC-21]). The median is also where the sources part ways. Chainalysis' on chain view records the opposite motion, a 368 percent jump in the median payment from $12,738 in 2024 to $59,556 in 2025 (Chainalysis 2026 Crypto Crime Report [DOC-16]). That is not a contradiction so much as a difference in what each is counting, negotiated enterprise cases on one side and every observed on chain payment on the other, and the two are better kept apart than blended into a figure that describes neither.
What the crime looks like from the victim's side has, on the whole, shifted in the defender's favor, at least by the numbers organizations report about themselves. In a survey of 3,400 IT and cybersecurity leaders whose organizations were hit in the prior year (n=3,400), nearly every headline measure moved the right way, as Figure 2.4b sets out.
Figure 2.4b. Ransomware victim experience, year over year
	MEASURE

	2025

	CHANGE FROM 2024


	Attacks in which data was encrypted

	50%

	Down from 70%, lowest in six years


	Victims that paid the ransom

	49%

	

	Median ransom demand

	$1,324,439

	Down 34%


	Median ransom paid

	$1 million

	Down 50%


	Average recovery cost, excluding ransom

	$1.53 million

	Down 44%


	Victims fully recovered within a week

	53%

	Up from 35%



Source, Sophos State of Ransomware 2025, n=3,400 [DOC-94].
One figure in the same survey cuts against the optimism. Backups were used to restore encrypted data in just 54 percent of incidents, the lowest rate in six years (Sophos State of Ransomware 2025, n=3,400 [DOC-94]). Recovery is getting faster and cheaper, yet fewer victims are recovering the way they are meant to, through their own backups, which should temper any assumption that backup spending alone has closed the problem.
The reason encryption can fall while the threat does not is that the crime has been migrating away from encryption in the first place. Data exfiltration volumes for ten major ransomware families rose 92.7 percent year over year in Zscaler's analysis of blocked traffic (Zscaler ThreatLabz 2025 Ransomware Report [DOC-105]), which is the ecosystem moving its leverage from locking data up to threatening to leak it, a form of pressure no backup can relieve.
Ransomware has reached this sector primarily through shared technology providers rather than through direct attacks on individual institutions, which means a credit union's real ransomware exposure is not its own control gaps alone but the union of its own gaps and its providers'. An institution can run a clean shop and still be taken offline by a provider that did not.
2.5 Third Party and Supply Chain
Third party and supply chain exposure is now where a large and growing share of breaches begins. Breaches with third party involvement reached 48 percent of all breaches in the 2026 DBIR dataset, a 60 percent jump from the year before (Verizon 2026 DBIR [DOC-101]), which means roughly half of everything now runs through a partner, a vendor, or a platform the victim does not control. A second source measures the question differently and lands in the same place. SecurityScorecard's 2024 analysis attributed at least 35.5 percent of all data breaches to third party compromise, up 6.5 percent year over year, and it is careful to call that a floor rather than an estimate, because many organizations never disclose that the breach began outside their walls (SecurityScorecard 2025 Global Third-Party Breach Report [DOC-91]).
The uncomfortable part is not that third parties get breached but that they are slow to fix what is found in them. In the DBIR's survival analysis of third party, cloud based MFA exposures (n=7,513), only 23 percent of third party organizations fully remediated missing or improperly secured multifactor authentication on their cloud accounts, and for weak passwords and permission misconfigurations the time needed to resolve even half of all findings approached eight months (Verizon 2026 DBIR, n=7,513 [DOC-101]). An exposure that sits open in a vendor for the better part of a year is not the vendor's problem alone. It is an open door into every customer that relies on them.
For a credit union, that general truth becomes the single most important fact about its risk, because the sector's structure routes so much of its exposure through shared providers. This is not a peripheral concern to be parked in a vendor questionnaire. It is the primary systemic channel, and three things establish it. The NCUA's incident rule treats a compromise at a third party or CUSO as a reportable incident for the credit union itself. The sector's defining incident of the period arrived not through any credit union's own network but through a shared technology provider, which took dozens of institutions offline at once (DoublePulsar [DOC-29], CISA AA23-325A [DOC-14]). And the 539 incidents reported in the current NCUA reporting year explicitly include third party service provider events (NCUA 2025 Resilience Report [DOC-65]). A credit union that has validated only its own controls has, by this measure, validated only part of its actual attack surface.
2.6 Fraud, BEC, and Voice Channel Attack
Social engineering attacks share a trait that makes them uniquely dangerous to a credit union. Adversaries do not break in, they are invited in, by an employee or a member who believes they are dealing with someone they can trust. Business email compromise (BEC) is the mature form of that idea and still the most expensive, producing $3.047 billion in reported U.S. losses across 24,768 complaints in 2025 (FBI IC3 2025 Annual Report [DOC-53]). What keeps it working is not clever code but human engagement. In Abnormal's behavioral dataset, vendor email compromise attacks drew a 44 percent engagement rate, meaning employees read and replied rather than reported (Abnormal, Read Replied Compromised, 2025 [DOC-01]). A control that leans on a busy person spotting a well crafted lie is already failing close to half the time.
The channel deteriorating fastest is the voice line. Pindrop observed the rate of deepfake attacks surge by more than 1,300 percent in a single year (Pindrop 2025 Voice Intelligence and Security Report [DOC-78]), and contact center fraud reach its highest level in six years, at 1 in every 599 calls (Pindrop 2025 [DOC-78]). This is not one vendor's artifact. Mandiant independently recorded a surge of highly interactive voice phishing to 11 percent of initial infection vectors (Mandiant M-Trends 2026 [DOC-61]), and the DBIR found the median successful click rate in voice and text message phishing simulations ran 40 percent higher than in email (Verizon 2026 DBIR [DOC-101]). The common thread is trust built live, in the moment, which is why pretexting, the synchronous trust building variant of social engineering, has grown into a more common route into ransomware and extortion, now reaching 6 percent of all breaches (Verizon 2026 DBIR [DOC-101]). An attacker on the phone can adjust to hesitation in a way a phishing email never can.
For a credit union this is not an adjacent threat, it is a description of the front office. Credit unions run precisely the channels these attacks target, member contact centers, wire and ACH authorization flows, and the high trust member relationships that are the cooperative model's whole point. The sector's own leaders already feel it, with 51 percent of credit union executives naming consumer related fraud a top concern for 2025, up from 37 percent a year earlier (Cornerstone Advisors, What's Going On in Banking 2025, n=308 [DOC-19]). What that concern has not yet become, in most institutions, is a tested answer to a plain question, whether the contact center would actually catch a cloned voice authorizing a wire transfer. The $25 million Arup deepfake case, examined in Chapter 7, is what the untested version of that answer costs.
2.7 APT and State Aligned Activity
Most credit unions will never be the deliberate target of a nation state, and the two state programs that shape this sector's threat model do not require them to be.
The first is North Korea's financial operations arm, which is unusual among state programs in that its purpose is theft rather than espionage. The BeagleBoyz have attempted to steal nearly $2 billion since at least 2015 according to public estimates cited by CISA, are responsible for the FASTCash ATM cash out scheme, and have affected upwards of 30 countries in a single fraudulent ATM cash out incident (CISA Alert AA20-239A, FASTCash 2.0 [DOC-07]). That figure matters most, because an operation reaching thirty countries at once is not selecting victims individually, it is exploiting a shared payment rail and taking whoever is connected to it. The sector is already inside that blast radius, and its own reporting says so, since ATM jackpotting appears by name among the incident categories credit unions reported to the NCUA in the current reporting year (NCUA 2025 Resilience Report [DOC-65]).
The second is the sheer growth and spread of state aligned activity, which matters less for any single adversary than for what it does to the defender's odds. China nexus activity increased 38 percent across all sectors in 2025 (CrowdStrike 2026 Global Threat Report [DOC-22]), and CrowdStrike named 24 new adversaries during the year, bringing its tracked total to 281 (CrowdStrike 2026 [DOC-22]). A defender cannot study 281 adversaries, and does not need to. What that number actually argues is that adversary specific knowledge scales badly while technique specific validation scales well, because the new entrants overwhelmingly reuse the same behaviors as the ones already catalogued.
2.8 Insider Threats
The insider problem has changed shape in a way that matters more than its size. The share of Mandiant investigated incidents traced back to malicious insiders rose from 5 percent in 2024 to 6 percent in 2025, and, consistent with the year before, the majority of those insiders were North Korean IT workers, remote employees hired under false identities (Mandiant M-Trends 2026 [DOC-61]). The one point rise is not the story. The story is that the modern insider is often not an employee who turned, but an adversary who was hired, which puts the first line of defense in recruiting and identity verification rather than in anything the security stack monitors.
A second finding in the same dataset should unsettle any institution reading its own dashboards for comfort. Prior compromise, meaning an environment already breached before the incident under investigation, rose to the third most common initial infection vector in 2025 investigations, after ranking fifth in 2024 at 8 percent (Mandiant M-Trends 2026 [DOC-61]). Attackers are increasingly walking in through access somebody else established and nobody found. A quiet alert queue is evidence that nothing is currently being detected, which is not the same thing as evidence that nothing is there.
2.9 Emerging Threats, AI as Accelerant
AI has not created a new category of attack. It is the reason the familiar categories now move faster than the controls built to stop them. The distinction matters, because treating AI as a separate headline threat invites a separate and largely imaginary defense program, when what the evidence calls for is running the existing one at a different speed. What changed between 2025 and 2026 is that AI-enabled attacks stopped being a forecast and became an observation.
The volume moved first. Attacks by AI-enabled adversaries increased 89 percent (CrowdStrike 2026 Global Threat Report [DOC-22]). Then the tooling itself crossed a line. For the first time, Google Threat Intelligence Group identified malware families, tracked as PROMPTFLUX and PROMPTSTEAL, that call large language models "just in time" during execution to generate or alter their own code as they run (Google GTIG, Advances in Threat Actor Usage of AI Tools, November 2025 [DOC-45]). Malware that rewrites itself mid execution is a direct problem for any control that recognizes threats by what they have looked like before.
The operator side moved too. Anthropic documented a cybercriminal using an agentic coding tool to automate reconnaissance, credential harvesting, and network penetration in a scaled data extortion operation potentially affecting at least 17 distinct organizations in a single month, an approach researchers have termed vibe hacking, in which AI acts as both technical consultant and active operator (Anthropic Threat Intelligence Report, August 2025 [DOC-02]). The significance is not the sophistication but the throughput, since a single actor reaching seventeen organizations in a month is doing work that previously required a team. And the losses are now being counted, with the IC3 attaching its AI related descriptor to 22,364 complaints and $893.3 million in losses in 2025 (FBI IC3 2025 Annual Report [DOC-53]).
Together these point in one direction for a credit union security leader. AI compresses attacker timelines and it raises the floor of attack quality, but it does not change the categories of attack an institution has to defend. The defensive implication is therefore about cadence rather than category. Controls validated once a year now face adversaries who retool in a week, and a validation loop that runs on the audit calendar is, by construction, always describing a threat landscape that has already moved.
2.10 Attack Vector Heat Map
The attack vectors examined so far do not arrive separately at an institution, and the same vector carries a different meaning at different points on the tier scale. The organizing distinction is between exposure that is direct, sitting inside an institution's own estate, and exposure that is inherited, sitting inside a provider's estate and reaching the institution through the dependency. Where a vector falls on that line determines who is in a position to validate it. The structure of the map is intended to hold across the life of this book, while the signal values in the second column are perishable and refresh annually.
Figure 2.10. Attack vector heat map, current signal and exposure by tier
	VECTOR

	CURRENT SIGNAL

	TIER 1 AND 2 EXPOSURE

	TIER 3 TO 5 EXPOSURE


	Vulnerability exploitation of public facing systems

	Number one breach vector, 31 percent of breaches (DBIR 2026 [DOC-101]), 40 percent of X-Force cases [DOC-51], 32 percent of Mandiant cases [DOC-61]

	Mostly inherited via core, CUSO, and hosted platforms

	Direct and inherited, own perimeter plus provider estate


	Credential abuse and identity attack

	13 to 32 percent of cases depending on dataset [DOC-101, DOC-51], 82 percent of detections malware free [DOC-22]

	Direct, small identity estates with weak MFA coverage

	Direct, large identity estates, machine identities, SaaS integrations


	Ransomware and extortion

	Present in 48 percent of breaches [DOC-101], 7,515 posted victims [DOC-48]

	Primarily inherited through shared providers

	Both, direct targeting becomes economically rational at scale


	Third party and supply chain

	48 percent of breaches involve a third party [DOC-101], at least 35.5 percent originate there [DOC-91]

	Highest relative exposure of any tier, near total provider dependency

	High absolute exposure, more providers, more integrations


	BEC and pretexting

	$3.047 billion reported U.S. losses [DOC-53], 44 percent VEC engagement [DOC-01]

	Direct, thin approval chains, single approver wires

	Direct, higher value wires, more staff to pretext


	Voice channel and deepfake

	Deepfake attacks up over 1,300 percent [DOC-78], vishing 11 percent of initial vectors [DOC-61]

	Direct, member contact points with limited authentication tooling

	Direct, contact center scale, executive impersonation risk


	ATM and payment infrastructure

	ATM jackpotting among reported NCUA incident types [DOC-65], 30 country cash out capability demonstrated [DOC-07]

	Direct and shared network dependent

	Direct, larger fleets and payment volumes


	Insider including fraudulent hires

	6 percent of investigations, majority DPRK IT workers [DOC-61]

	Low direct hiring exposure, inherited via providers' staff

	Direct, remote hiring pipelines in scope


	AI accelerated variants of all above

	89 percent rise in AI enabled adversary attacks [DOC-22]

	Raises quality of social attacks against small staffs

	Compresses response windows across the estate



The largest vectors facing Tier 1 and Tier 2 institutions, exploitation of public facing systems, ransomware, and the supply chain itself, arrive predominantly through providers, which places the majority of their real attack surface beyond their own testing reach. Validation at these tiers is therefore substantially the work of obtaining evidence from the parties who can test what they cannot. At Tier 3 through Tier 5 the pattern is not inherited in place of direct but both at once, a provider estate to hold accountable alongside a substantial internal estate to prove.
BEC and pretexting, and the voice channel, target people and processes rather than infrastructure, so no provider assurance covers them and no vendor validates them on an institution's behalf. These are the exposures an institution owns outright, whatever its size. Finally, AI is not an attack vector but a modifier, and it sits at the bottom because AI acts on every row above it, raising the quality of the social attacks in the middle of the map and compressing the time available to respond to the technical ones at the top.
2.11 Findings and Implications
Four findings hold consistently across the datasets examined in this chapter.
The first is that the most common way in is now an unremediated exposure on something internet facing, and the backlog of such exposures is growing faster than organizations clear it. The second is that attackers increasingly succeed without malware, moving through identities, sessions, and trusted integrations, which means controls tuned to recognize malicious code are being routed around rather than defeated. The third is that exposure is substantially inherited, since third party involvement sits at or near half of breaches industry wide and the credit union model concentrates that dependency further rather than spreading it. The fourth is that speed has inverted the defender's math, with breakout measured in minutes while dwell time, remediation, and audit cycles are measured in days, weeks, and years respectively.
None of the four is answered by acquiring another control. Each is answered by evidence, which exposures are genuinely exploitable in a given environment, which techniques its controls actually stop, what a provider's attestation actually proves, and how quickly re-verification follows a change. Stated that way the validation gap is not an abstraction but a set of questions an institution can either answer or cannot.
Chapter 3. Pain Points, Operational Challenges, and Capability Gaps
Security teams at credit unions operate with lean staffing, limited resources, and growing responsibility for an increasingly complex threat environment. Yet no public survey directly captures what their day-to-day work is actually like. The clearest picture must therefore be drawn from the strongest available workforce and security operations datasets, even though these studies tend to sample organizations that are considerably larger than most credit unions.
That limitation likely understates, rather than overstates, the pressure facing the sector. Where results are broken out by organization size, smaller security teams consistently report greater operational strain. Because most credit unions rely on security functions that are smaller than those represented in these surveys, the findings that follow should be viewed as a baseline for the sector’s challenges, not an upper bound.
3.1 The Staffing Gap
Understaffing in security is a chronic condition rather than an acute one, which is precisely what makes it dangerous to plan around. In ISACA's global survey (n=3,812), 55 percent of respondents say their cybersecurity team is understaffed, a slight improvement on 57 percent the prior year, and the strain concentrates in the middle of the size range. Among respondents at enterprises with 500 to 4,999 employees, the band closest to larger credit unions, 62 percent report their team is significantly or somewhat understaffed (ISACA State of Cybersecurity 2025, n=3,812 [DOC-54]). Budget does not resolve this quickly. In the same survey, 38 percent say filling an entry level cybersecurity role with a qualified candidate takes three to six months on average, and 13 percent say more than six months (ISACA State of Cybersecurity 2025, n=3,812 [DOC-54]).
The most instructive finding on the workforce question is one a major source declined to publish. ISC2's 2025 workforce study withheld its usual workforce gap estimate, on the grounds that addressing needs is no longer solved just by adding people, while reporting that the surge in hiring freezes, layoffs, budget cuts, and related pressures reported in 2024 shows signs of leveling (ISC2 Cybersecurity Workforce Study 2025 [DOC-55]). A headcount figure would have been easier to produce and less honest. The judgment underneath the omission is that the binding constraint has shifted from how many people a team has to what that team can accomplish with the people it has.
Stress compounds the arithmetic. Sixty six percent of ISACA respondents report their roles are significantly or slightly more stressful than five years ago, with the increasingly complex threat landscape the main stated reason (ISACA State of Cybersecurity 2025, n=3,812 [DOC-54]). The pattern predates the current cycle. In a 2021 survey of IT security and SOC decision makers (n=2,303), 70 percent said their home lives were being emotionally impacted by their work managing threat alerts, and teams reported spending as much as 27 percent of their time dealing with false positives (Trend Micro study, May 2021, n=2,303 [DOC-99]).
The tier lens changes what these figures mean in practice, because understaffing is not evenly distributed pain. A Tier 4 institution absorbs a six month vacancy with degraded coverage. At Tier 2 the same vacancy can pause the security program outright, because the program and the person are frequently the same thing. That asymmetry is the strongest argument in this chapter for making assurance evidence machine produced rather than person produced. Evidence generation that depends on a particular individual does not survive that individual's departure, and at the tiers where a departure is most disruptive it is exactly the evidence an examiner will still expect to see.
3.2 The Alert and Operations Burden
Adding people to a security team assumes the work those people do is productive, and the operations data suggests a substantial share of it is not. Among 2,058 surveyed security leaders, the most troublesome operational issues cluster around alerting rather than around threats, as Figure 3.2 shows.
Figure 3.2. Most troublesome operational issues reported by security leaders
	ISSUE

	SHARE REPORTING


	Too many alerts

	59%


	Too many false positives

	55%


	Alerts lacking context

	46%


	Alerting issues as the most common source of inefficiency in the SOC

	47%


	Investigation time lost to data management gaps

	57%



Source, Splunk State of Security 2025, n=2,058 [DOC-95].
Coverage expectations have risen alongside the noise. SANS' operations benchmark finds 79 percent of SOCs now operate around the clock (SANS SOC Survey 2025 [DOC-88]), a standard most institutions in this sector can meet only by outsourcing. That decision does not remove the problem so much as change its character, converting an operations problem into a vendor assurance problem.
Alert volume is a symptom rather than the disease itself. A detection stack that reports activity without establishing outcomes answers the question of what happened, indiscriminately and at volume. A validated stack answers a narrower question, which of the techniques that matter to this institution would currently succeed, and that produces a short list with a decision attached to each line.
3.3 The Identity Sprawl Problem
The attack surface that has grown fastest in recent years is not made of servers. Enterprises now operate more than 80 machine identities for every human identity, a ratio that has nearly doubled since it was first reported in 2022 and that reaches 96 to 1 in the finance sector, with 94 percent of respondents reporting an increase in machine identities over the past three years (CyberArk Identity Security Landscape 2025, n=2,600 [DOC-23]). Machine identities accumulate through integrations, automation, and service accounts, which is to say they are a by-product of ordinary technology work rather than the result of any deliberate decision to expand the estate.
That growth matters most when set beside how intrusions now proceed. With 82 percent of detections malware free and adversaries moving through valid credentials and trusted integrations (CrowdStrike 2026 Global Threat Report [DOC-22]), the identity estate is not one attack surface among several. It is the surface most intrusions now traverse, and it is expanding faster than inventory processes designed for human accounts can track.
3.4 Leadership, Board, and Confidence Gaps
Among 1,600 surveyed CISOs, 76 percent feel their organization is at risk of a material cyberattack within the next 12 months (Proofpoint Voice of the CISO 2025, n=1,600 [DOC-80]). Expecting to be hit is now the majority position among the people closest to the evidence.
What that expectation has not produced is comparable understanding at board level. Only 49 percent of leaders think their board members are fully aware of the potential risks posed by using AI (Fortinet 2025 Cybersecurity Skills Gap Report [DOC-38]). The stakes attached to that gap are not abstract. More than half of surveyed organizations, 52 percent, say breaches cost them more than $1 million, roughly in line with the prior year's 53 percent and up from 38 percent in 2021 (Fortinet 2025 Skills Gap Report [DOC-38]). For an institution in the lower tiers, a single event at that scale is not a line item but a material threat to the year's earnings. The same report identifies lack of cybersecurity awareness and training as the top reported cause of breaches, with lack of security awareness cited by 56 percent (Fortinet 2025 Skills Gap Report [DOC-38]).
Credit union leadership sentiment runs in the same direction, with executives' cybersecurity concern at its highest recorded level. The gap in this sector is therefore not one of attention. It is the absence of a shared evidence language between a security function that works on technical findings and a volunteer board that governs in business terms.
3.5 The Ranked Top Ten Pain Points
The ranking below is a synthesis rather than a survey result. It orders pain points by the breadth and strength of supporting evidence across the sources examined in this book, and by structural severity for this sector under the tier lens. The evidence column, not the rank, is the part that carries authority.
Figure 3.5. Ranked pain points for the credit union sector
	RANK

	PAIN POINT

	STRONGEST EVIDENCE


	1

	Proving controls work, no evidence loop between deployed controls and current techniques

	Converging vector data, Sections 2.2 and 2.4, breaches proceed through controls that existed [DOC-101, DOC-51, DOC-61]


	2

	Third party and CUSO dependency without independent verification

	48 percent of breaches involve third parties [DOC-101], at least 35.5 percent originate there [DOC-91], sector concentration (Chapter 1.3)


	3

	Vulnerability backlog outpacing remediation capacity

	26 percent of KEV criticals fully remediated, median 43 days [DOC-101]


	4

	Understaffed teams and slow hiring

	55 percent understaffed, 62 percent in the mid size band, three to six month fills (n=3,812) [DOC-54]


	5

	Alert overload and false positive drag

	59 percent too many alerts, 55 percent false positives (n=2,058) [DOC-95], 27 percent of time on false positives (n=2,303) [DOC-99]


	6

	Identity sprawl, human and machine

	Over 80 machine identities per human, 96 to 1 in finance (n=2,600) [DOC-23]


	7

	Fraud pressure on member channels

	Deepfake attacks up over 1,300 percent [DOC-78], 51 percent of credit union executives name consumer fraud a top concern (n=308) [DOC-19]


	8

	Board translation gap

	49 percent of leaders say boards fully aware of AI risks [DOC-38], ISE board governance objective [DOC-65]


	9

	Adversary speed versus institutional cadence

	29 minute breakout [DOC-22] against 14 day dwell [DOC-61] and 43 day remediation [DOC-101]


	10

	Compliance load consuming capacity that assurance needs

	Regulatory stack breadth (Chapter 4), examination model as de facto floor [DOC-65]



The order matters less than a structural property of the list. Pain points 2 through 10 all become more tractable with progress on pain point 1. Evidence of what actually works reduces the vendor trust problem to a verification problem, shrinks the vulnerability backlog to its exploitable subset, gives analysts a ranked short list in place of an alert flood, and hands a board a defensible metric in place of an assurance. That is why the validation gap is treated throughout this handbook as the highest leverage and lowest regret investment available to the sector. It sits upstream of everything else on the list.
3.6 Capability Maturity Gap Matrix
The matrix names each capability domain, states the gap pattern the evidence supports, and routes each to its remedy.
Figure 3.6. Capability domains, evidence backed gap patterns, and remedy routes
	CAPABILITY DOMAIN

	EVIDENCE BACKED GAP PATTERN

	REMEDY ROUTE


	Governance and oversight

	Board attention high, board evidence poor, translation layer missing [DOC-38, DOC-19, DOC-65]

	Appendix E metrics pack, Chapter 9 scoring


	Risk management

	Risk registers enumerate exposures without exploitability evidence, KEV remediation data shows prioritization failing [DOC-101]

	Chapter 5.4 validated prioritization


	Control implementation

	Controls deployed broadly, malware free intrusion data shows they are routed around [DOC-22]

	Chapter 5.3 control validation


	Security testing and validation

	Point in time testing dominant, cadence mismatched to 29 minute breakout [DOC-22]

	Chapter 5.5 continuous cadence, Appendix D blueprint


	Incident response

	Recovery improving industry wide, 53 percent recovered within a week (n=3,400) [DOC-94], but detection still externally driven for many

	Chapter 7 lessons, per tier playbooks


	Third party risk

	Assurance by questionnaire, remediation inside supply base takes months [DOC-101, DOC-91, DOC-79]

	Appendix F due diligence set


	Regulatory posture

	Rule awareness high post 2023, framework transition after the CAT sunset unresolved for many

	Chapter 4 mapping, Appendix C cross reference


	Staffing and training

	Understaffing structural, evidence generation person dependent [DOC-54, DOC-55]

	Automation of evidence, Chapter 5, tier playbooks



The remedy column converges more than the gap column does. Four of the eight capability domains route directly into the validation work, and two more depend on evidence that work produces. That convergence follows from how the gaps were characterized rather than from any assumption about what an institution should buy, since in each case the deficiency identified is an absence of proof rather than an absence of capability.
3.7 Findings and Implications
The operational picture is consistent across every dataset examined in this chapter. A small number of people defend a large and substantially inherited attack surface, under alert loads calibrated for larger teams, answering to boards that take the risk seriously but cannot read raw telemetry, on a calendar adversaries no longer observe. None of those four conditions is unique to credit unions. What is distinctive is that the sector's structure concentrates all four in the institutions least equipped to absorb any one of them.
The conventional remedies share a defect. Hiring more people, buying more tooling, and outsourcing more operations each increase the number of things an institution must trust without increasing the amount it can prove. At an understaffed institution the effect is sharper still, because every added dependency consumes oversight capacity that was already the binding constraint.
Validation reverses that ratio rather than adding to it, by converting deployed controls, vendor attestations, and backlog items into tested facts produced on a machine cadence rather than by a person who may not be in the role next quarter. What an examiner will require of such a program is the subject of Chapter 4, and how the technology market delivers it is the subject of Chapter 5.
Chapter 4. Regulatory Compliance
Credit unions answer to a single primary regulator, which makes their compliance position look simpler than it is. Obligations also arrive through the Gramm-Leach-Bliley (GLBA) architecture, through state regimes for state chartered institutions, through the payment networks, and increasingly through vendors carrying obligations of their own from other jurisdictions. Until recently the sector also shared one voluntary yardstick for measuring itself against all of it. That tool was retired in 2025, leaving a choice among successors where there had been a default. This chapter sets out what currently applies to a federally insured credit union, what the examiner is instructed to look for, what changed when the shared yardstick was withdrawn, and what sits on the horizon.
4.1 The NCUA Cyber Incident Notification Rule, the Sector's Reporting Spine
The National Credit Union Administration (NCUA) amended Part 748 of its regulations to require a federally insured credit union that experiences a reportable cyber incident to notify the NCUA as soon as possible, and no later than 72 hours, after the credit union reasonably believes a reportable incident has occurred, with the requirement effective September 1, 2023 (NCUA final rule, 12 CFR Part 748 [DOC-70], Federal Register, March 1, 2023 [DOC-37], NCUA Letter to Credit Unions [DOC-67]).
What counts as reportable is defined in three prongs, and the boundaries matter as much as the definitions, since the rule is explicit about what falls outside each one. Figure 4.1 sets them out.
Figure 4.1. The three reportable incident prongs under NCUA Part 748
	PRONG

	WHAT TRIGGERS NOTIFICATION

	WHAT DOES NOT


	Substantial loss of confidentiality, integrity, or availability

	Loss affecting a member information system as a result of exposure of sensitive data, disruption of vital member services, or serious impact on the safety and resiliency of operational systems and processes. Reportability is irrespective of intent, so a failed system upgrade causing unplanned widespread outages qualifies

	Routine maintenance downtime


	Cyberattack disrupting operations

	A cyberattack that disrupts business operations, vital member services, or a member information system, for example a distributed denial of service attack that disrupts member account access

	Blocked phishing attempts, failed access attempts, and unsuccessful malware attacks


	Third party compromise

	Notification within 72 hours after a third party informs the credit union that its sensitive data or business operations have been compromised or disrupted as a result of a cyber incident at that third party, or upon the credit union forming a reasonable belief this has occurred, whichever occurs sooner

	Incidents at a third party that has no relationship with the credit union



Source, NCUA final rule [DOC-70].
The rule's first full reporting years produced the sector's only official incident census, 539 reported incidents from May 1, 2024 through April 30, 2025, spanning ATM jackpotting, business email compromise and phishing, ransomware, and third party service providers, with none systemic (NCUA 2025 Resilience Report [DOC-65]). The NCUA subsequently introduced a reporting webform and updated quick reference guide (NCUA update to Letter 23-CU-07 [DOC-66]).
The third prong is the structurally important one. It codifies in regulation the position this book has argued from the outset, that a provider's incident is the credit union's incident. An institution that cannot see into its providers' security posture is nonetheless regulated as though it can, and the 72 hour clock begins running on a fact it may learn about second hand.
4.2 The Examination Model, ISE, ACET, and Supervisory Priorities
Every federally insured credit union receives an information security review at each examination through the NCUA's Information Security Examination program, a risk focused and scalable approach whose stated objectives include evaluating management's ability to recognize, assess, monitor, and manage technology risk, assessing expertise sufficiency, assessing the adequacy of internal controls and oversight to safeguard member information, and determining whether the board provides adequate governance over information systems and security (NCUA 2025 Resilience Report [DOC-65]). Two of those four objectives turn on adequacy rather than existence, which is a demand for evidence rather than inventory. The ISE procedures reference industry standards and frameworks from NIST, and the voluntary Automated Cybersecurity Evaluation Toolbox remains available for cybersecurity maturity self assessment, aligned with the ISE program (NCUA 2025 Resilience Report [DOC-65]).
Examiner attention has not softened. Cybersecurity remained an explicit top supervisory priority for 2025, with examiners continuing to use the information security examination procedures to assess whether robust information security programs are implemented (NCUA 2025 Supervisory Priorities [DOC-68]). The 2026 priorities letter continues enforcement of information security requirements and adds specific examiner focus on payment systems, assessing whether credit unions have effective governance, risk assessments, vendor management, and security frameworks to support payment operations, protect member data, and ensure resilience against fraud and cyber threats inherent in payment ecosystems (NCUA 2026 Supervisory Priorities [DOC-69]). The addition is notable for pairing vendor management with payment operations, which is the same dependency the incident rule's third prong addresses, approached from the supervisory side.
One boundary is worth stating plainly rather than glossing. This book makes no claim about the scope of NCUA direct examination authority over CUSOs and third party vendors. No available source establishes its current status, and the question has been a live one in policy debate, so the matter is left open here rather than resolved by assumption.
4.3 The FFIEC CAT Sunset and Its Successors
In September 2024 the members of the FFIEC issued a statement of the plan to sunset the Cybersecurity Assessment Tool as of August 31, 2025. The CAT had been released in June 2015 as a voluntary assessment tool. The FFIEC statement indicated that while the fundamental security controls addressed throughout the CAT's maturity levels are sound, new and updated resources are available, naming the NIST Cybersecurity Framework 2.0 and CISA's Cybersecurity Performance Goals among government resources, with industry led successors including updates to the Cyber Risk Institute's Profile, whose version 2.1 and maturity model were issued April 15, 2025 (FDIC 2025 Report on Cybersecurity and Resilience [DOC-34]). Figure 4.3 summarizes what replaced it.
Figure 4.3. The CAT's successor set
	SUCCESSOR

	WHAT IT PROVIDES

	STATUS AND SOURCE


	NIST CSF 2.0

	Outcomes organized into six functions, GOVERN, IDENTIFY, PROTECT, DETECT, RESPOND, and RECOVER, with GOVERN newly elevated and positioned at the center, informing how an organization implements the other five

	Published February 26, 2024 (NIST CSWP 29 [DOC-72])


	CISA Cybersecurity Performance Goals 2.0

	Voluntary practices comprising high impact security actions that outline the highest priority baseline for organizations of all sizes, developed from CISA's operational data

	Current (CISA CPG 2.0 [DOC-10])


	CRI Profile

	The financial sector's industry led framework

	Version 2.1 with maturity model, April 2025 (per the FDIC's account [DOC-34])



The practical consequence for a credit union is that the sector lost a shared maturity yardstick and gained a choice, which is a harder position than it sounds. Comparability across institutions weakens when each selects its own reference, and an institution may find its examiner, its board, and its insurer gravitating toward different successors. The maturity model in Chapter 9 is built to map to all three, with the mapping in Appendix C, so an annual self score remains usable whichever reference prevails.
4.4 GLBA Safeguards Architecture
The Gramm-Leach-Bliley safeguards architecture requires financial institutions to maintain programs protecting customer information. For credit unions the NCUA implements this through Part 748 and its appendices, which the ISE program examines against (NCUA 2025 Resilience Report [DOC-65]). The FTC's Safeguards Rule, which took effect in 2003 and was subsequently amended, states the model in its most operational public form for the institutions under FTC jurisdiction, and its Section 314.4 enumerates nine required program elements (FTC Safeguards Rule guidance [DOC-36]).
One of those elements is the clearest statement of a validation obligation anywhere in the U.S. rulebook, and it repays close reading. Element (d) requires institutions to regularly monitor and test the effectiveness of safeguards, with testing procedures for detecting actual and attempted attacks. For information systems this can be accomplished through continuous monitoring of the system. An institution that has not implemented continuous monitoring must instead conduct annual penetration testing plus vulnerability assessments including system wide scans every six months designed to test for publicly known security vulnerabilities, and must additionally test whenever there are material changes to operations or business arrangements (FTC Safeguards Rule guidance [DOC-36]).
The structure of that requirement is worth noting, because the rule has already priced the alternative. Continuous testing of effectiveness is the primary path. The periodic penetration test and scan regime is the fallback prescribed for institutions that have not implemented it. The regulatory floor and the validation loop point in the same direction, and the rule treats the continuous option as the ordinary case rather than the ambitious one.
4.5 State Law Bellwether, NYDFS Part 500 Second Amendment
New York's Department of Financial Services promulgated the Second Amendment to 23 NYCRR 500, effective upon publication of the Notice of Adoption per the amendment text, applicable to covered entities under New York banking, insurance, and financial services law (NYDFS Second Amendment, November 2023 text [DOC-74]). Several features make it the template other states copy from. The amendment defines a Class A company threshold beginning at $20,000,000 in gross annual revenue with additional criteria, requires designation of a chief information security officer with defined governance duties, mandates multifactor authentication defined as verification of at least two factors, and imposes enhanced obligations on Class A companies including monitoring of privileged access activity (NYDFS Second Amendment [DOC-74]).
State chartered credit unions and CUSOs operating in scope jurisdictions inherit whichever state regime applies to them, and the NYDFS text is the most demanding published model in circulation. Its direction of travel is toward named accountability and continuous monitoring of privileged activity, both of which presume an institution can demonstrate that the monitoring works rather than merely that it is switched on.
4.6 Federal and International Horizon
Three obligations sit outside the current credit union rulebook while shaping what will be asked of institutions and their providers.
The Cyber Incident Reporting for Critical Infrastructure Act, signed in March 2022, will require covered entities to report covered cyber incidents to CISA within 72 hours and ransom payments within 24 hours, with obligations attaching only upon the effective date of a final rule that the statute directed CISA to develop through rulemaking (CISA CIRCIA fact sheet [DOC-09]). The final rule's effective timing is not established by any available source and is not asserted here. When it does take effect, financial sector entities will face parallel NCUA and CISA reporting clocks, which argues for building one incident intake process capable of serving both rather than two processes that must be reconciled under time pressure.
The EU's Digital Operational Resilience Regulation applies from January 17, 2025 (Regulation (EU) 2022/2554, Article 64 [DOC-31]), with its amending directive extending the regime across EU financial legislation (Directive (EU) 2022/2556 [DOC-30]). DORA reaches U.S. credit unions indirectly, through vendors and CUSOs with EU exposure whose contractual and testing obligations, including threat led penetration testing under the regulation, propagate into their U.S. customer relationships. A credit union may therefore find its provider newly able to supply testing evidence it was previously unwilling to produce.
The EU AI Act establishes a four tier risk framework for AI systems (Future of Life Institute summary [DOC-32]). It is relevant here only as a leading indicator of AI governance expectations that U.S. financial regulators may echo, and it is treated as such in Chapter 8's regulatory scenario rather than as applicable law.
PCI DSS obligations reach credit unions through their card issuing and acquiring roles rather than through any financial services regulator. No available source states current version milestone dates, so none are asserted in this book.
4.7 The Validation Thread in the Rulebook
The strongest regulatory argument for continuous validation does not have to be inferred from the rules, because one agency states it directly. CISA's advisory on the vulnerability behind this sector's defining incident closes with an explicit instruction set, to select an ATT&CK technique described in the advisory, align security technologies against the technique, test the technologies against the technique, analyze detection and prevention performance, repeat across all security technologies for comprehensive performance data, and tune the security program based on the data generated. CISA and the authoring organizations recommend continually testing the security program, at scale, in a production environment, against the MITRE ATT&CK techniques identified in the advisory (CISA AA23-325A [DOC-14]). The same instruction recurs under an identical heading in the LockBit and Cl0p advisories, and in equivalent exercising, testing, and validating language in the Scattered Spider advisory (CISA AA23-075A [DOC-11], AA23-158A [DOC-12], AA23-320A [DOC-13]).
That instruction, continual, at scale, in production, against named techniques, is a functional description of breach and attack simulation, published by the U.S. government's operational cyber agency in the advisory most directly connected to credit union losses. It does not stand alone. The FTC's effectiveness testing element sets the same expectation in rule form, as Section 4.4 sets out. The ISE program's control adequacy objective asks an examiner to reach a judgment that only evidence can support, per Section 4.2. And the incident rule's third prong presumes a degree of provider visibility that questionnaires do not produce, as Section 4.1 describes. Read as a whole, the compliance stack does not merely permit a validation program. It repeatedly describes one, in different vocabularies, without ever using a single name for it.
4.8 Compliance Master Matrix
Figure 4.8. Obligations, demands, and validation relevance
	OBLIGATION

	APPLIES TO

	CORE CYBER DEMAND

	VALIDATION RELEVANCE

	SOURCE


	NCUA Part 748 incident rule

	All FICUs

	72 hour reporting, three prongs including third party

	Prong 3 requires provider incident awareness

	[DOC-70, DOC-37, DOC-67]


	NCUA ISE examination

	All FICUs, every exam

	Program adequacy, expertise, controls, board governance

	Examiner asks for evidence controls are adequate

	[DOC-65]


	ACET

	Voluntary

	Maturity self assessment

	Natural container for annual re-score (Chapter 9)

	[DOC-65]


	GLBA safeguards via Part 748

	All FICUs

	Information security program

	Effectiveness must be demonstrable

	[DOC-65, DOC-36 model]


	FTC Safeguards element (d)

	FTC jurisdiction FIs, model for all

	Continuous monitoring or annual pentest plus semiannual scans, test on material change

	The explicit test the effectiveness obligation

	[DOC-36]


	FFIEC CAT successors

	Voluntary framework choice

	CSF 2.0, CPGs, CRI Profile

	Chapter 9 model maps to all three

	[DOC-34, DOC-72, DOC-10]


	NYDFS Part 500 (2nd Am.)

	NY covered entities, state bellwether

	CISO, MFA, Class A privileged access monitoring

	Enhanced monitoring presumes verifiable controls

	[DOC-74]


	CIRCIA (upon final rule)

	Covered critical infrastructure

	72 hour incident, 24 hour ransom payment reports

	Parallel clock to NCUA rule

	[DOC-09]


	DORA

	EU exposure via vendors

	Operational resilience, threat led testing

	Testing obligations propagate through vendor contracts

	[DOC-31, DOC-30]


	PCI DSS

	Card issuing and acquiring roles

	Cardholder data controls

	Version milestone dates not asserted, see Section 4.6

	PCI SSC publications



4.9 Regulatory Timeline
Figure 4.9. Regulatory events shaping the current compliance position
	DATE

	EVENT

	SOURCE


	June 2015

	FFIEC releases the CAT

	per FDIC account [DOC-34]


	March 2022

	CIRCIA signed into law

	[DOC-09]


	March 1, 2023

	NCUA cyber incident notification final rule published in the Federal Register

	[DOC-37], effective date stated in [DOC-70]


	September 1, 2023

	NCUA 72 hour reporting requirement effective

	[DOC-67]


	November 2023

	NYDFS Second Amendment to 23 NYCRR 500, per the amendment text

	[DOC-74]


	February 26, 2024

	NIST publishes CSF 2.0

	[DOC-72]


	September 2024

	FFIEC members announce the CAT sunset plan

	[DOC-34]


	January 17, 2025

	DORA applies in the EU

	[DOC-31]


	April 15, 2025

	CRI issues Profile version 2.1 and maturity model

	per FDIC account [DOC-34]


	August 31, 2025

	FFIEC CAT sunset date

	[DOC-34]


	May 1, 2024 to April 30, 2025

	NCUA's reported incident window, 539 incidents

	[DOC-65]



4.10 Findings and Implications
The regulatory stack has converged on two demands that no single instrument states together. The first is to report quickly, which in practice requires knowing quickly, and knowing about providers as well as about the institution itself. The second is to prove effectiveness, continuously where that is achievable and periodically at minimum, with fresh testing whenever something material changes.
Neither demand is satisfied by documentation. An institution that runs a validation loop already produces what every row of the master matrix asks for, which is tested controls with dated evidence, technique level performance data an examiner can read, provider assurance grounded in verification rather than questionnaires, and an incident intake capable of meeting a 72 hour clock because discovery is not the slow step in the process.
The stack does not require validation by name, and it is unlikely to. It describes validation by function, in the incident rule's third prong, in the examination program's adequacy objectives, in the Safeguards Rule's testing element, and most explicitly in CISA's own advisories. Those descriptions have accumulated rather than replaced one another, and the direction of accumulation is consistent.
Chapter 5. Security Technology and the Vendor Ecosystem
Very little of a credit union's security capability is built in house. It is purchased, rented, bundled into a core banking contract, or delegated to a managed provider, which makes the vendor ecosystem less a supplier to this sector than a component of it. The consequence is that most decisions about security posture are procurement decisions, taken in contract negotiations and renewal cycles rather than in engineering. Spending across the wider market is projected to keep climbing for the remainder of the decade, so the supply of available capability is not the constraint. What the sector buys, what arrives bundled without being chosen, and what any of it can be shown to accomplish are three different questions.
5.1 The Stack by Tier
The security stack a credit union runs is a function of its tier rather than its preference, and the pattern is structural, describing how capability is assembled rather than which vendors supply it.
At the lower tiers security arrives bundled. For a Tier 1 institution the core processor, the managed IT provider, and the online banking platform each carry embedded controls, and the institution's own footprint may amount to little more than endpoints, email, and a firewall. Nearly every security outcome is somebody else's operation, which makes the institution's real security work contractual rather than technical, consisting of contract language, attestation review, and putting the validation question to providers, namely what evidence shows these controls stop current techniques. At Tier 2 the first dedicated security spend appears, typically an EDR platform, a managed detection and response contract, email security, and an MFA rollout. This is the point at which an institution begins to own controls it has never tested. The gap between owning and proving opens here, and it usually opens invisibly, because the annual audit and the periodic penetration test both sample the estate rather than measure it.
The middle of the range is where the gap becomes expensive. Crossing the complex credit union threshold at Tier 3 brings examiner depth, a named security lead, a SIEM or security data platform, and the first formal detection engineering. It is also the tier where tool count starts outrunning the team's capacity to operate everything deployed. Validation delivers its highest marginal value at exactly this point, because the estate has grown large enough that assumptions fail silently while remaining small enough for a single validation program to cover it.
At the upper tiers the problem changes character rather than diminishing. A Tier 4 institution has a security organization, with identity, vulnerability management, third party risk, and incident response as named functions, and a stack resembling a mid size bank's. Its characteristic failure mode is no longer missing controls but unproven integration, since each control works in isolation while attack paths thread the seams between them, which is why technique level and chained validation matters more at this tier than per product health checks. Tier 5 institutions hold full internal capability, often including red team activity and threat intelligence consumption, and the open question becomes cadence and coverage, whether testing runs continuously and everywhere or episodically and somewhere, and whether results feed a decision loop or a findings archive.
Across the tiers, the failure mode migrates in a consistent direction. It begins as controls someone else operates, becomes controls owned but untested, then more tools than the team can operate, then controls that work individually but not together, and finally testing that happens but not often enough or everywhere. At no point does it become an absence of technology.
5.2 CUSOs, Managed Services, and Information Sharing
The cooperative layer substitutes for scale in security exactly as it does in operations. Credit unions can participate in the Financial Services Information Sharing and Analysis Center (FS-ISAC) and the National Credit Union Information Sharing and Analysis Organization (NCU-ISAO) to share intelligence, knowledge, and practices, and Sheltered Harbor, a subsidiary of the FS-ISAC comprising financial institutions, core service providers, trade associations, and solution providers, assists institutions in preparing for and recovering from catastrophic events (NCUA 2025 Resilience Report [DOC-65]). More than 300 credit unions have engaged with CISA's Cyber Hygiene Services program, which offers vulnerability scanning and web application scanning at no cost (NCUA 2025 Resilience Report [DOC-65]).
Two readings follow from that participation. The first is that a meaningful share of the sector already consumes free federal scanning, so the marginal step this book argues for is not discovery. The sector increasingly has discovery. What it lacks is validation of what discovery finds. The second is that the structures already carrying threat intelligence are the natural distribution channel for shared validation content, because a technique tested once against a common core platform configuration produces evidence many institutions can use. Appendix L's collective defense playbook builds on that property directly.
5.3 The Validation Gap, Stated Against the Evidence
Institutions across every tier have spent a decade adding controls, and the industry data now shows spending and safety diverging. The missing production step is proof, meaning a repeatable process that converts each deployed control and each vendor attestation into a tested fact against the techniques in current use. Without that step every tool purchase adds a trust liability. With it, the same stack becomes a measured system.
The clearest evidence for the gap is what happens to confidence when it meets an actual incident. Sixty nine percent of ransomware victims said they thought they were prepared before being attacked, and that confidence dropped by more than 20 percent after the attack, with CIOs' preparedness rating declining 30 percent post attack against a 15 percent decline for CISOs (Veeam 2025 Ransomware Trends, n=1,300 [DOC-100]). The same survey shows where the confidence came from. Ninety eight percent of respondents had a ransomware playbook, while fewer than half had the technical elements that make one work, as Figure 5.3 sets out.
Figure 5.3. Ransomware playbook completeness among organizations holding a playbook
	PLAYBOOK ELEMENT

	SHARE OF RESPONDENTS WITH IT IN PLACE


	Backup verification and frequencies

	44%


	Backup copies with assured cleanliness

	44%


	Alternative infrastructure arrangements

	37%


	Containment or isolation plans

	32%


	Predefined chain of command

	30%



Source, Veeam 2025 Ransomware Trends, n=1,300 [DOC-100]. Ninety eight percent of the same respondents held a ransomware playbook.
Possessing the artifact is not the same as possessing the capability, and the distance between those two things is what a validation program measures.
Assessment of coverage is meanwhile a minority practice and benchmarking is rarer still. Fifty seven percent of respondents actively assess their detection coverage, and among those the MITRE ATT&CK Matrix is the most widely used approach at 78 percent, up from 74 percent in 2024, while only 17 percent of organizations regularly benchmark their detection and response performance against industry standards (SANS 2025 Detection and Response Survey [DOC-87]). The converse deserves equal billing, since 43 percent do not actively assess coverage at all. The insurance market has begun naming the same pattern from its own vantage point. Coalition frames its 2026 claims report around what it calls the Cyber Protection Paradox, that more tools and more spending are not making businesses safer, while noting that 86 percent of companies reported cybersecurity as a skill or desired skill on their boards of directors (Coalition 2026 Cyber Claims Report [DOC-18]).
Two findings run in the opposite direction. The ATT&CK adoption figure above shows that a majority of teams already assessing coverage are using the right framework to do it, which is not the behavior of a sector ignoring the problem. And industry wide recovery outcomes improved materially in the current data, with 53 percent of ransomware victims fully recovered within a week, up from 35 percent the prior year (Sophos State of Ransomware 2025, n=3,400 [DOC-94]). Defenders are not failing everywhere. Where they are succeeding, tested knowledge of control performance is what separates them, and the playbook completeness data above shows what its absence looks like.
5.4 Where Breach and Attack Simulation Fits, and the Loop It Runs
Breach and attack simulation continuously tests what deployed controls, prevention and detection alike, actually block and detect against current attacker techniques, then supports fixing and re-testing so that the gap is proven closed. That description is not a vendor's gloss on the category. It is the operational shape of what CISA instructs in the advisory tied to this sector's defining incident, which directs defenders to select a named ATT&CK technique, align technologies against it, test, analyze performance, repeat comprehensively, and tune the program on the data generated, continually, at scale, and in production (CISA AA23-325A [DOC-14]).
The working discipline is a loop rather than a project, running validate, decide, fix, re-validate. Every validated exposure resolves into one of four defensible calls, Patch, Mitigate, Monitor, or Accept with Evidence. The verbs matter for two reasons. They name the output of security work in a form a board, an examiner, and an engineer can each read. And the fourth verb legitimizes what institutions already do silently, which is accept risk, while attaching the evidence that makes the acceptance defensible rather than hopeful.
One category distinction is structural enough to name, because it determines what a validation program can cover. Automated penetration testing tools prove exploitability by firing real exploits, which is the strongest available evidence wherever it can be run safely, and which cannot be run safely everywhere a credit union needs answers. Production core connections, restricted member data systems, and exposures for which no safe working exploit yet exists all fall outside its reach. A validation program built for this sector therefore needs both live exploit chain evidence where testing is safe and control aware inference where it is not, so that the answer to whether something is exploitable here never defaults to untested.
5.5 Market Context
Cybersecurity Ventures anticipates 15 percent year over year growth propelling global spending on cybersecurity products and services to $1 trillion annually by 2031, against a global market of $3.5 billion in 2004 (Cybersecurity Ventures 2026 Cybersecurity Market Report, Q4 2025 [DOC-24]).
The validation category is growing faster than the market containing it. The breach and attack simulation market was estimated at $732.6 million in 2024 and is projected to grow from $894.5 million in 2025 to $6.588 billion by 2035, a compound annual growth rate of 22.1 percent across the 2025 to 2035 forecast period (Market Research Future, BAS market report [DOC-62]). Adoption within credit unions specifically is not published in any available source and is therefore not estimated here. In broader vendor landscape tracking, AI security led sector growth in the first half of 2025 (IT-Harvest State of Cyber H1 2025 [DOC-56]).
A forecast reaching a decade out carries obvious uncertainty, and the figure that matters is not the terminal number but the relationship between the two series. Validation is projected to grow several times faster than security spending overall, which is a market signal that the problem this chapter describes is being recognized broadly rather than only in this sector.
5.6 Point in Time Versus Continuous, the Comparison That Decides Budgets
The choice between testing on a calendar and testing continuously is usually presented as a question of budget. It is more accurately a question of what an institution wants to be able to say, and to whom. Figure 5.6 sets the two models against the dimensions that decide it.
Figure 5.6. Point in time and continuous validation compared
	DIMENSION

	POINT IN TIME MODEL (ANNUAL PENTEST, PERIODIC AUDIT, QUESTIONNAIRE TPRM)

	CONTINUOUS VALIDATION MODEL


	What it proves

	Controls worked against one team's paths on the test dates

	Controls work against named current techniques, re-proven after every change


	Freshness against a 29 minute breakout time [DOC-22]

	Expires on delivery, findings age daily

	Evidence carries a date measured in days, not quarters


	Coverage

	Sampled scope, restricted assets usually excluded

	Full estate by design, restricted assets covered by inference methods


	Output form

	Findings report, ranked by severity score

	Decisions, Patch, Mitigate, Monitor, or Accept with Evidence, per exposure


	Examiner and board readability

	Narrative plus severity counts

	Technique level performance data with trend lines (Appendix E format)


	Regulatory posture

	The FTC model's fallback path, annual pentest plus semiannual scans [DOC-36]

	The FTC model's primary path, continuous monitoring of effectiveness [DOC-36]


	Cost behavior

	Recurring external spend, scales with scope

	Platform plus internal cadence, scales with change rate


	Failure mode

	False confidence between tests

	Alert and content maintenance if the loop is not resourced



5.7 Findings and Implications
The technology market will keep offering this sector more capability, and the sector will keep buying it. Nothing in the spending forecasts through 2031 suggests otherwise. The strategic question is therefore not whether to spend but what the spending produces, which is either more deployed trust or more tested fact.
Three findings from this chapter point the same way. Every tier already owns more control surface than it has proven, with the specific failure mode shifting by size but never becoming an absence of technology. The cooperative structures the sector built for intelligence sharing are already suited to distributing validation evidence, which makes proof cheaper here than in sectors without them. And the regulatory floor examined in Chapter 4 already treats continuous testing of effectiveness as the ordinary path rather than the ambitious one.
What remains is an operating decision rather than a procurement one. Run the loop, validate, decide, fix, re-validate, and route every exposure to one of four verbs.
Chapter 6. Threat Actor Deep Dives
Threat actor profiles age badly. Groups rebrand after law enforcement disruption, affiliates migrate between platforms when a service model collapses, and leaked tooling outlives the organizations that built it, so a roster accurate at publication describes a landscape that has already begun to shift. What holds steady across those changes is the technique layer, the ATT&CK mapped behaviors that actors share, borrow, and reuse regardless of what they are calling themselves this quarter. These profiles matter for what their methods reveal about defensive requirements rather than as a roster of names to track.
6.1 LockBit
LockBit operates as a ransomware as a service model, functioning as an affiliate based variant in which affiliates deploy the ransomware under the operation's brand (CISA AA23-075A [DOC-11]). That structure matters for defensive purposes, because it means the tradecraft observed in any given intrusion belongs to an affiliate rather than to a central team, and it varies accordingly. Affiliates gain initial access via remote desktop protocol exploitation [T1133], drive by compromise [T1189], phishing campaigns [T1566], abuse of valid accounts [T1078], and exploitation of public facing applications [T1190], and they use the custom Stealbit exfiltration tool alongside publicly available file sharing services and repurposed freeware and open source tools (CISA AA23-075A [DOC-11]).
The route that matters most to this sector was an appliance vulnerability. LockBit affiliates exploited CVE-2023-4966, known as Citrix Bleed, which allows threat actors to bypass password requirements and multifactor authentication, leading to session hijacking of legitimate user sessions on Citrix NetScaler ADC and Gateway appliances [T1556.006, T1563], establishing authenticated sessions from stolen valid session cookies without needing credentials at all (CISA AA23-325A [DOC-14]). This is the vulnerability behind the sector's defining incident. It is also the clearest available illustration of why a control inventory is not a control assessment, since multifactor authentication was present and configured in the affected environments and was simply routed around.
The brand's recent history is a lesson in what disruption does and does not accomplish. LockBit experienced significant disruption in late 2024 and had not managed to rebuild despite several attempts, disappearing from the scene alongside RansomHub during 2025 (Symantec Ransomware 2026 [DOC-98]). International sanctions imposed in 2024 by the United States, United Kingdom, and Australia proscribed payments to LockBit or its affiliates. Yet a fifth iteration, LockBit 5.0, resurged in the fourth quarter of 2025, whether under historical or new leadership, claiming 106 victims in December 2025 alone (GuidePoint GRIT 2026 [DOC-48]). The tooling proved more durable than the organization. The LockBit 3.0 builder was leaked publicly in September 2022, and modified LockBit 3.0 payloads have since appeared under other groups' names (Symantec Ransomware 2026 [DOC-98]). Disruption retired the brand's peak without retiring its code or its affiliates, which is the general case rather than the exception.
6.2 Scattered Spider
Scattered Spider, also tracked as UNC3944, Scatter Swine, Oktapus, Octo Tempest, Storm-0875, and Muddled Libra, engages in data extortion and several other criminal activities (CISA AA23-320A, updated July 29, 2025 [DOC-13]). The length of that alias list is itself informative, since it reflects independent discovery by multiple vendors of a group whose activity is behavioral rather than tool based and therefore harder to fingerprint.
The group's signature is social engineering against people and identity processes rather than exploitation of code. Documented behaviors include posing as company IT or help desk staff by phone or SMS to obtain credentials [T1598, T1656], directing employees to run commercial remote access tools [T1204, T1219, T1566], convincing employees to share one time MFA passcodes, push bombing, also called MFA fatigue [T1621], and SIM swap attacks, followed by living off the land techniques to evade detection. Intrusions have evolved from broad phishing and smishing toward targeted, multilayered spearphishing and vishing operations that frequently unfold over several calls [T1589, T1598.004] (CISA AA23-320A [DOC-13]). Nothing in that list is a software flaw, which means nothing in it can be patched.
The group also demonstrates how quickly affiliate economics reshape activity. Per the advisory's July 2025 update, it typically engages in data theft for extortion and uses several ransomware variants, most recently deploying DragonForce ransomware, and it often changes tactics, techniques, and procedures to remain undetected (CISA AA23-320A [DOC-13]). In the first quarter of 2025 the group abandoned the RansomHub platform in favor of DragonForce, a move that, together with law enforcement pressure, contributed to a surge of attacks as affiliates rushed to cash in on planned campaigns. A 30 percent decline followed in the second quarter, though first half attacks still exceeded the previous two quarters by 41 percent (Resilience Midyear Cyber Risk Report 2025 [DOC-85]).
For a credit union this actor's playbook targets precisely the assets that cannot be patched, meaning help desks, contact centers, and identity workflows. The voice channel data describes the same attack surface from the defender's side. Validating against this actor therefore means testing people processes and identity controls, not only network controls, and it is work no provider attestation covers.
6.3 Lazarus Group Financial Operations, the BeagleBoyz
North Korea's BeagleBoyz are responsible for the cyber enabled ATM cash out campaigns publicly identified as FASTCash in October 2018, having perpetrated the scheme since 2016 and attempted to steal nearly $2 billion since at least 2015 according to public estimates cited in the advisory (CISA AA20-239A [DOC-07]). This is a state program whose purpose is revenue rather than espionage, which makes it unusual among nation state actors and considerably more relevant to a financial institution's threat model.
The mechanism targets payment infrastructure rather than data. The scheme goes after banks' retail payment system infrastructure, specifically switch application servers processing ISO 8583 financial transaction messages. Malware manipulates the switch application, originally on AIX servers with functionally equivalent Windows malware identified later, to intercept financial request messages and reply with fraudulent but legitimate looking affirmative responses, enabling extensive ATM cash outs. Developments since 2018 include capability against Windows hosted switch applications and expansion to target interbank payment processors, and fraudulent cash outs have affected upwards of 30 countries in a single incident (CISA AA20-239A [DOC-07]).
Credit unions run ATM fleets and depend on shared payment switches, and ATM jackpotting appears by name among the incident categories the sector reported to its regulator (NCUA 2025 Resilience Report [DOC-65]). What distinguishes this threat model is that the asset at risk is transaction integrity rather than confidentiality, so the controls that matter are message level monitoring rather than data protection. The validation question is correspondingly specific, namely whether monitoring would detect anomalous response message patterns at the switch layer.
6.4 Cl0p and TA505
The Cl0p ransomware gang, also known as TA505, is known for frequently changing malware and driving global trends in criminal activity, and it operates the CL0P^_-LEAKS site on Tor for publishing exfiltrated data (CISA AA23-158A [DOC-12]).
Its defining tradecraft is zero day exploitation of managed file transfer software at scale, which is a strategy rather than an opportunity. In 2023 the group exploited a previously unknown SQL injection vulnerability, CVE-2023-34362, in MOVEit Transfer, deploying a web shell named LEMURLOOT to steal data from underlying MOVEit databases. That campaign followed the same zero day driven pattern the group had used against Accellion FTA devices in 2020 and 2021 and against Fortra and Linoma GoAnywhere (CISA AA23-158A [DOC-12]). The pattern continued into 2025 with a zero day exploit in Oracle E-Business Suite used to orchestrate widespread enterprise extortion affecting hundreds of organizations (Chainalysis 2026 Crypto Crime Report [DOC-16]). Four campaigns across five years against the same class of software is a deliberate targeting thesis, which is that file transfer platforms concentrate valuable data, sit at network edges, and are trusted by default.
Cl0p attacks the layer where credit unions exist as downstream customers, meaning file transfer and enterprise platforms operated either by the institution or by its vendors. The exposure is therefore mostly inherited, which routes the defense through the vendor due diligence set in Appendix F alongside validation of the institution's own file transfer estate.
6.5 The Composite Affiliate, What the Median Adversary Looks Like
The ecosystem this affiliate operates in is fragmenting rather than consolidating. GRIT tracked 124 groups posting 7,515 public victims in 2025 (GuidePoint GRIT 2026 [DOC-48]), while separate analysis attributes the fragmentation of major ransomware as a service operations to a proliferation of smaller independent actors, with some analyses tracking as many as 85 active extortion groups (Chainalysis 2026 Crypto Crime Report [DOC-16]). The two counts differ because the two trackers apply different inclusion rules, and the agreement that matters is directional rather than numerical. GRIT's own taxonomy adds a detail with direct sector relevance. Established groups, the most organized and long running, still account for the majority of observed victims, benefiting from experienced affiliates and economies of scale, and a swell of Emerging groups appeared in May and October 2025. Notably, Ephemeral groups were more likely to impact Banking and Finance victims than other group types (GuidePoint GRIT 2026 [DOC-48]). The least established actors are disproportionately represented against this sector's peers.
The composite affiliate consequently behaves in a recognizable way. Targets are selected opportunistically from exposed services and fresh disclosures rather than by sector loyalty (Chainalysis 2026 Crypto Crime Report [DOC-16]). Entry follows the vectors with exploitation first and identity abuse second. Data is exfiltrated before encryption or instead of it, with encryption now at a six year low of 50 percent of attacks (Sophos State of Ransomware 2025, n=3,400 [DOC-94]). And the victim population pays less often than at any point in the record, 23 percent in the first quarter of 2026 against 77 percent in 2019 (Coveware by Veeam, Q1 2026 [DOC-21]), which pushes the affiliate toward volume, speed, and business interruption leverage rather than toward negotiated settlements.
One trajectory illustrates how fast a newcomer can scale under those conditions. Qilin grew from 154 posted victims in 2024 to 1,044 by the end of 2025, by far the most prolific group GRIT observed, with affiliates believed to operate primarily from eastern Europe and limited reporting suggesting North Korean actors may have deployed Qilin ransomware in revenue operations (GuidePoint GRIT 2026 [DOC-48]). An adversary capable of that growth curve in twelve months is not one a defender can prepare for by name.
6.6 Actor Comparison Matrix
Figure 6.6. Five adversaries compared across the dimensions that decide defensive requirements
	DIMENSION

	LOCKBIT LINEAGE

	SCATTERED SPIDER

	BEAGLEBOYZ

	CL0P / TA505

	COMPOSITE AFFILIATE


	Type

	RaaS brand, leaked builder

	Extortion collective

	State program

	Zero day extortion gang

	Economic median


	Primary way in

	RDP, valid accounts, public app exploitation, Citrix Bleed session hijack [DOC-11, DOC-14]

	Help desk vishing, MFA fatigue, SIM swap [DOC-13]

	Payment switch malware, ISO 8583 manipulation [DOC-07]

	MFT zero days, LEMURLOOT web shell [DOC-12]

	Exposed services, fresh CVEs [DOC-16]


	What they take

	Encryption plus Stealbit exfiltration [DOC-11]

	Data for extortion, DragonForce deployment [DOC-13]

	Cash, via fraudulent ATM authorization [DOC-07]

	Bulk data, leak site extortion [DOC-12]

	Whatever converts fastest


	MFA posture

	Bypassed via session cookies [DOC-14]

	Defeated via humans [DOC-13]

	Not the control in play

	Not the control in play

	Bypassed where weak, avoided where strong


	Status signal

	Disrupted 2024, sanctioned, 5.0 resurgence Q4 2025 [DOC-98, DOC-48]

	Active, TTP shifting, July 2025 advisory update [DOC-13]

	Persistent since 2016 [DOC-07]

	Active, Oracle EBS campaign 2025 [DOC-16]

	Growing in count, shrinking in payment yield [DOC-16, DOC-21]


	Credit union exposure path

	Shared technology providers (Chapter 7.1)

	Contact center and identity workflows

	ATM fleets and payment switches

	Vendor file transfer estates

	All of the above, by opportunity



The entry methods row is the one that defeats actor centered defense. Five adversaries enter through five substantially different routes, and no single control sits across all of them, which means a program organized around named groups would need five separate defensive postures maintained simultaneously and revised whenever the roster changed. The multifactor authentication row makes the same point from a different angle. Where multifactor authentication was the control in play it was defeated twice, once through stolen session cookies and once through the people operating the process, which are different failures requiring different tests and neither of which a deployment record would reveal.
6.7 Findings and Implications
Across five very different adversaries the defensive lesson converges. Every actor examined here succeeded through control surfaces the victim already owned and believed were covered, whether an unpatched appliance, a multifactor authentication flow with a human override, a payment switch without response message monitoring, or a file transfer platform trusted by default. None required an exotic capability that the victim could not have tested for in advance.
That observation is not this book's inference. For four of the five, CISA published the exact technique list and closed the advisory by instructing defenders to test their controls against those techniques continually and in production. The instruction is already on the record, issued by the agency closest to the incidents.
The roster above will look different in every annual refresh of this chapter. The instruction will not. Test against the named techniques of the actors currently working this sector, and re-test whenever either the actors or the estate changes.
Chapter 7. Incident Case Studies
Incident narratives are where security writing most often loses discipline. Sequences get compressed, separate sources get merged into a single causal claim, and a reconstruction assembled months later acquires a coherence the events never had. The cases here are built from dated events, each attached to the source that established it, with no two sources combined into one temporal or causal statement. Where a detail is not established by any available source, it is left open rather than inferred. Four of the six cases are named incidents. The other two describe a class of event rather than a single victim, because for those the incident population data documents the pattern more reliably than any individually disclosed case does. The cross case matrix closing the chapter is written at the level of technique and process rather than product, so that it remains usable as the named incidents recede.
7.1 Case Study 1. Ongoing Operations, Trellance, and Citrix Bleed
This is the sector's defining incident of the period, and the vulnerability behind it is the one CISA advisory AA23-325A addresses.
The dependency chain matters more than any single organization in it. Credit union technology firm Trellance owns Ongoing Operations LLC, also known as Cloudworks, a cloud provider to credit unions, which provides a platform called Fedcomp used by a double digit number of other credit unions across the United States (DoublePulsar, December 4, 2023 [DOC-29]). Three organizational layers therefore sat between the eventual victims and the vulnerable equipment.
That equipment carried CVE-2023-4966, known as Citrix Bleed, affecting Citrix NetScaler ADC and Gateway appliances. Exploitation returns system memory containing a valid NetScaler AAA session cookie, allowing threat actors to bypass password requirements and multifactor authentication and hijack legitimate user sessions [T1556.006, T1563], establishing authenticated sessions without credentials at all (CISA AA23-325A [DOC-14]). Figure 7.1 sets out the sequence.
Figure 7.1. Ongoing Operations and Citrix Bleed, dated sequence
	DATE

	EVENT

	SOURCE


	May 2023

	The last date NetScaler patches had been applied at Ongoing Operations, with no patches applied after this point

	DoublePulsar [DOC-29]


	As early as August 2023

	Exploitation activity against CVE-2023-4966 identified in the wild

	CISA AA23-325A [DOC-14]


	October 10, 2023

	Citrix publicly disclosed CVE-2023-4966 in a Citrix Security Bulletin, issuing guidance and detailing affected products, indicators, and recommendations. The fix available from this disclosure was left unapplied at Ongoing Operations until the December compromise

	CISA AA23-325A [DOC-14], patch status per DoublePulsar [DOC-29]


	November 21, 2023

	CISA, FBI, MS-ISAC, and ACSC publish advisory AA23-325A, with indicators contributed by Boeing after LockBit 3.0 affiliates exploited the CVE against Boeing, tying LockBit 3.0 affiliates to CVE-2023-4966

	CISA AA23-325A [DOC-14]


	December 2, 2023

	Public reporting states just over 60 credit unions across the U.S. are offline due to ransomware at Ongoing Operations, with the firm's two NetScaler devices remaining offline and disruption impacting millions of Americans, a ransomware group having gained entry to Trellance via Ongoing Operations

	DoublePulsar, post dated December 2, 2023, article December 4, 2023 [DOC-29]



The full restoration duration is not established by any available source and is not asserted here.
What makes the case singular is that every structural condition described in the preceding chapters appears within one incident. A shared provider converted one unpatched appliance pair into a sector event. The vector was exploitation of a known, disclosed, catalogued vulnerability on a public facing system. Multifactor authentication existed and was bypassed by session hijack, which is a control present and unproven against the technique actually in use. The affected credit unions' own perimeters were never breached at all, because their dependency was breached instead. And the advisory documenting the vulnerability closes by instructing defenders to test their controls continually, in production, against the named techniques, which means the remedy was published five weeks before the sector event it would have addressed.
7.2 Case Study 2. FASTCash ATM Cash Out
Since 2016, North Korea's BeagleBoyz have perpetrated the FASTCash scheme against banks' retail payment infrastructure, deploying malware that manipulates switch application servers processing ISO 8583 financial transaction messages to intercept financial request messages and reply with fraudulent but legitimate looking affirmative responses, enabling extensive ATM cash outs. Single incidents have affected upwards of 30 countries, capability extended from AIX to Windows hosted switch applications, and the campaign expanded to target interbank payment processors (CISA AA20-239A [DOC-07]).
For a credit union the significant feature is where the harm lands. An institution in this scenario is damaged at the shared switch layer regardless of its own perimeter integrity, and ATM jackpotting already appears among the incident categories the sector reports to its regulator (NCUA 2025 Resilience Report [DOC-65]). The validation question the case poses is narrow and specific, namely whether anomalous authorization response patterns at the switch would be detected. That question is answerable only by testing the monitoring, and not by confirming that monitoring exists.
7.3 Case Study 3. the Shared Provider Data Breach, Pattern Case
At least 35.5 percent of all data breaches in 2024 originated from third party compromises, a floor given non disclosure of third party origins (SecurityScorecard 2025 [DOC-91]), and breaches with third party involvement reached 48 percent of the 2026 DBIR dataset (Verizon 2026 DBIR [DOC-101]). Multi party ripple incidents, while less common than single party incidents, routinely trigger losses ten times higher for the organizations that generate them, downstream receiver losses have risen steadily and now rival those of initial victims, and the finance sector is disproportionately affected as a receiver while also being more likely to generate ripple effects (RiskRecon and Cyentia, Ripples Across the Risk Surface 2025 [DOC-86]). Propagation often flows downstream from mid sized organizations into their smaller suppliers and partners (RiskRecon 2025 [DOC-86]), which is the credit union sector's shape exactly, mid sized providers above, small institutions below.
The NCUA rule already treats this pattern as the institution's own incident under prong three (Chapter 4.1), and the case's operational lesson is that a credit union's incident response plan must include a scenario in which the institution's systems are healthy and its members are still harmed, because the compromise is upstream.
7.4 Case Study 4. The Arup Deepfake, BEC's New Ceiling
In January 2024, a Hong Kong based finance professional at multinational engineering firm Arup received an email from an account claiming to be the firm's chief financial officer requesting confidential transactions. The employee suspected phishing. What resolved that suspicion was a video call, on which individuals who looked and sounded like the CFO and several colleagues appeared, all of them deepfakes. Convinced, the employee made 15 transfers to five separate bank accounts totaling 200 million Hong Kong dollars, roughly $25.6 million, and did not realize the deception until discussing the matter with Arup's head office afterward (Lawley case study [DOC-60]).
The employee's judgment was sound at every step. Suspicion was raised at the right moment, and verification was sought through a second channel exactly as guidance prescribes. The attack defeated the standard control for business email compromise by counterfeiting the verification channel itself, which is a different kind of failure from a lapse in vigilance.
Set against the voice channel data, where deepfake attacks rose by more than 1,300 percent in a single year and contact center fraud reached a six year high (Pindrop 2025 Voice Intelligence and Security Report [DOC-78]), the case marks where wire authorization controls have to move. The requirement shifts from verify by a second channel to verify by a channel that cannot be synthesized, which in practice means hardened callback numbers, known transaction ceilings carrying mandatory delay, and dual authorization that no single conversation can satisfy. Each of those is testable, and each should be tested the way technical controls are.
7.5 Case Study 5. Credential Stuffing Against Member Channels, Pattern Case
The raw material behind this pattern is industrial in scale. SpyCloud has recaptured more than 850 billion exposed identity assets from criminal channels, and the most prevalent infostealer, LummaC2, generated over 23.3 million detections in SpyCloud's recaptured data in 2025, peaking at 4.2 million detections in the single month of February 2025 (SpyCloud 2025 Identity Threat Report [DOC-96]).
The link between that inventory and serious incidents is measurable rather than assumed. In the DBIR's analysis of ransomware victims, 27 percent had no associated infostealer or credential leak within the year, which means the substantial majority did (Verizon 2026 DBIR [DOC-101]).
For a credit union the exposure follows from ordinary member behavior rather than from any institutional failing. Members reuse credentials across services, digital banking platforms are internet facing by definition, and the sector's own fraud concern data is this pattern viewed from the income statement. The control set is common enough, comprising bot management, credential exposure screening, multifactor authentication on member channels, and anomaly detection on login flows. The question that is rarely tested is whether a replayed exposed credential presented from a plausible device actually gets stopped, and that is a scenario a validation program can run on a schedule rather than discover during an incident.
7.6 Case Study 6. Cl0p and MOVEit, Mass Exploitation of a Trusted Platform
Beginning in 2023, the Cl0p ransomware gang, also known as TA505, exploited a previously unknown SQL injection vulnerability, CVE-2023-34362, in the MOVEit Transfer managed file transfer solution, deploying the LEMURLOOT web shell to steal data from underlying MOVEit databases. The campaign repeated a pattern the group had already run against Accellion FTA devices in 2020 and 2021 and against Fortra and Linoma GoAnywhere (CISA AA23-158A [DOC-12]). The pattern persisted after MOVEit, and in 2025 Cl0p leveraged a zero day exploit in Oracle E-Business Suite to orchestrate widespread enterprise extortion affecting hundreds of organizations (Chainalysis 2026 Crypto Crime Report [DOC-16]).
File transfer platforms are where credit unions exchange member data with vendors, which makes the exposure both direct, in the institution's own managed file transfer estate, and inherited, in every vendor's. The zero day element carries a specific consequence for how this risk must be managed, because patch speed cannot be the primary control against a vulnerability that has no patch at the time of exploitation. The compensating questions are whether the platform is segmented from bulk member data, whether monitoring exists for exfiltration at scale, and whether those two controls have been exercised against a data theft technique chain. All three are testable in advance of the next disclosure, which is the only point at which testing them helps.
7.7 Incident Summary Dashboard
Figure 7.7. The six cases compared
	CASE

	YEAR

	VECTOR CLASS

	CONTROL THAT FAILED OR WAS ABSENT

	BLAST RADIUS

	SOURCES


	Ongoing Operations / Citrix Bleed

	2023

	Known CVE on public appliance, session hijack

	Patch management at provider, MFA bypassed by design of exploit

	60+ credit unions offline, millions of members affected

	[DOC-29, DOC-14]


	FASTCash

	2016 onward

	Payment switch malware

	Switch integrity monitoring

	30+ countries in single incidents, sector ATM exposure

	[DOC-07, DOC-65]


	Shared provider breach, class case

	Continuous

	Third party compromise

	Provider assurance by attestation

	Receiver losses now rival generator losses

	[DOC-91, DOC-101, DOC-86]


	Arup deepfake

	2024

	Synthetic media BEC

	Out of band verification counterfeited

	$25.6 million, 15 transfers, 5 accounts

	[DOC-60]


	Credential stuffing, class case

	Continuous

	Exposed credential replay

	Member channel authentication depth

	850 billion exposed assets as raw material

	[DOC-96, DOC-101]


	Cl0p / MOVEit

	2023, repeating 2025

	MFT zero day, web shell

	Segmentation and exfiltration monitoring on trusted platform

	Mass, hundreds of organizations per campaign

	[DOC-12, DOC-16]



No two cases failed the same way, and none failed for want of a control category the security industry has not already productized. Patch management, integrity monitoring, provider assurance, out of band verification, authentication depth, segmentation, and exfiltration monitoring are all mature practices with established markets. What varied between the cases was not which control was missing but whether the control that was present had been tested against the specific technique that arrived.
7.8 What Would Have Helped, the Cross Case Matrix
The countermeasures below are stated at the level of technique and process rather than product, so that they remain valid as the named incidents age.
Figure 7.8. Countermeasures mapped across the six cases
	COUNTERMEASURE

	CASE 1 CITRIX

	CASE 2 FASTCASH

	CASE 3 PROVIDER

	CASE 4 DEEPFAKE

	CASE 5 STUFFING

	CASE 6 MOVEIT


	Continuous validation of controls against named ATT&CK techniques

	Direct, session hijack technique was published and testable

	Direct, response message manipulation testable

	Indirect, demand provider evidence

	Partial, tests the wire process controls

	Direct, replay scenario testable

	Direct, exfiltration chain testable


	KEV driven exposure management with exploitability verification

	Decisive, disclosed CVE unpatched for weeks

	Not the vector

	Applies to provider estate

	Not the vector

	Not the vector

	Limited, zero day, but post disclosure speed decisive


	Provider evidence requirements in contract, tested not attested

	Decisive, the failure was upstream

	Applies at switch operator

	Decisive by definition

	Vendor payment channels in scope

	Platform provider in scope

	Decisive for vendor MFT estates


	Identity controls resistant to session and human bypass

	Decisive, MFA present but bypassable

	Not primary

	Varies

	Decisive, human channel counterfeited

	Decisive

	Secondary


	Segmentation and exfiltration monitoring

	Would have bounded impact

	Switch isolation critical

	Bounds downstream exposure

	Not primary

	Not primary

	Decisive compensating control


	Incident response scenario, healthy systems, harmed members

	Exactly this case

	Exactly this case

	Exactly this case

	Adjacent, funds not systems

	Adjacent

	Exactly this case for vendor side



Only the first row carries a relevant entry in every column. In four of the six cases the control that failed was present and operating. In five of the six, the technique that defeated it was publicly documented before or during the campaign. What the victims lacked was not tooling, and not intelligence, since both were available and in several cases already purchased. What they lacked was current, tested knowledge of how their own controls performed against those specific techniques.
7.9 Findings and Implications
The incident record converts this book's argument from assertion into observation. Sector scale harm has arrived through shared dependencies, published vulnerabilities, and counterfeit trust, rather than through sophistication no defender could have anticipated. In the defining case the advisory naming the technique, listing the indicators, and instructing defenders to test against it had been public for five weeks when dozens of credit unions went offline.
Every case in this chapter ends at the same question, asked too late. Whether the control relied upon actually worked against the technique actually used. Asked after the fact, it is a forensic finding. Asked on a schedule, it is a maintenance task.
Chapter 8. Five Year Outlook, 2026 to 2031, a 2026 View of Plausible Trajectories
Forecasts in security writing fail in one of two ways, either by predicting specific events that do not occur or by describing trends so general that no institution could act on them. What follows attempts neither. It sets out the forces already established firmly enough in current evidence to shape the period, then bounds the range of plausible outcomes with three scenarios, each grounded in at least two independent sources. No probabilities are assigned, because the evidence cannot support them. This framing was written in 2026 from 2025 and 2026 data, which makes it a record of what was foreseeable at that point rather than a claim about what happened. The drivers and the invariant moves are intended to hold across the period. The scenario detail is perishable by design.
8.1 The Drivers That Hold Across All Scenarios
Five forces are established firmly enough in current data that any plausible 2031 contains them. They are not predictions but measurements, each already visible rather than anticipated, and the uncertainty lies in how they combine rather than in whether they persist.
Figure 8.1. Drivers established in current evidence, with their direction through 2031
	DRIVER

	WHAT CURRENT DATA SHOWS

	DIRECTION THROUGH 2031


	Sector consolidation continues

	The institution count fell 161 year over year to 4,250 while complex institutions grew (NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71])

	Fewer and larger institutions, with shared infrastructure more concentrated, raising average capability and systemic coupling at the same time


	AI accelerates both sides

	AI is anticipated to be the most significant driver of change in cybersecurity in the year ahead by 94 percent of surveyed respondents, and the share of organizations assessing the security of AI tools before deployment nearly doubled from 37 percent in 2025 to 64 percent in 2026 (WEF Global Cybersecurity Outlook 2026 [DOC-104])

	Adversaries increasingly adopt agentic capabilities, with prompt injection moving from research curiosity to operational technique (Google Cybersecurity Forecast 2026 [DOC-47], Cisco State of AI Security 2026 [DOC-17])


	Attacker economics come under pressure

	Payment rates fell from 77 percent in 2019 to 23 percent in the first quarter of 2026 (Coveware by Veeam, Q1 2026 [DOC-21]), and on chain ransomware revenue declined while claimed attacks hit records (Chainalysis 2026 Crypto Crime Report [DOC-16])

	Pressure on payment yield pushes volume, speed, and target diversification rather than retirement


	The identity and fraud frontier moves upstream

	Fraud vectors are migrating from transaction level theft toward identity level compromise via deepfake enabled scams, while agentic commerce shifts the merchant challenge from blocking bots to authenticating authorized AI agents (SISA Payment Intelligence Report 2026 [DOC-89]), consistent with observed deepfake growth (Pindrop 2025 Voice Intelligence and Security Report [DOC-78])

	Identity assurance rather than transaction monitoring becomes the control that decides outcomes, for members and for the automated agents acting on their behalf


	The cryptography clock starts

	NIST selected HQC as the only fourth round key establishment algorithm for standardization, augmenting its post quantum portfolio (NIST IR 8545 [DOC-73]), and sector adjacent migration frameworks already exist (GSMA PQ.05, June 2025 [DOC-40], SISA 2026 [DOC-89])

	Migration expectations propagate through vendors and standards bodies well before any operational quantum threat



One condition sits behind all five rather than beside them. Spending grows in every scenario, with anticipated 15 percent year over year growth carrying global cybersecurity spending toward $1 trillion annually by 2031 (Cybersecurity Ventures 2026 Cybersecurity Market Report [DOC-24]). No trajectory described in this chapter is constrained by the availability of money.
The cryptography driver deserves one practical note, because it is the only item on the list where the required work begins well before the threat does. For a credit union the 2026 to 2031 task is inventory and vendor pressure rather than cryptographic engineering, which means knowing where long lived member data crosses vulnerable key establishment and writing post quantum migration into core and CUSO contracts while those contracts are open.
8.2 Scenario One, Validation Takes Hold, the Optimistic Bound
The optimistic bound requires no new invention, only that improvements already visible in the current data compound rather than stall.
In this trajectory the share of victims paying keeps falling from its current 23 percent (Coveware by Veeam, Q1 2026 [DOC-21]), recovery speed keeps improving from the current 53 percent of victims fully recovered within a week (Sophos State of Ransomware 2025, n=3,400 [DOC-94]), and the near doubling of pre-deployment AI security assessment (WEF Global Cybersecurity Outlook 2026 [DOC-104]) generalizes into evidence based practice more broadly, with continuous validation adoption following the category's projected growth (Market Research Future, BAS market report [DOC-62]). Ransomware economics continue deteriorating for operators (Chainalysis 2026 Crypto Crime Report [DOC-16]), pushing marginal actors out of the business rather than merely reducing their margins.
Inside this sector by 2031 the visible changes are institutional rather than technical. Shared validation content flows through the FS-ISAC and NCU-ISAO channels that already exist (NCUA 2025 Resilience Report [DOC-65]), core providers ship control performance evidence as a contract deliverable rather than as a concession, examiner conversations shift from whether a program exists to how it performs, and the sector's incident reports skew toward contained events. The bound is optimistic rather than utopian, and one thing worsens even here. Fraud against members continues to grow, because the deepfake trend line does not depend on institutional control quality (Pindrop 2025 [DOC-78]).
8.3 Scenario Two, Compression, the Base Case
The base case is not a midpoint between the other two. It is the scenario in which both sides accelerate and the distance between validated and unvalidated institutions becomes the sector's defining variable.
Breakout time continues compressing from its current 29 minutes (CrowdStrike 2026 Global Threat Report [DOC-22]) while median dwell time stays measured in days (Mandiant M-Trends 2026 [DOC-61]). Adversaries fully embrace AI including agentic operations (Google Cybersecurity Forecast 2026 [DOC-47]), and named group churn continues on the pattern already established, with brands dying while tooling persists (Symantec Ransomware 2026 [DOC-98], GuidePoint GRIT 2026 [DOC-48]).
Inside this sector by 2031 shared provider incidents recur on the Ongoing Operations pattern at roughly the rate the third party involvement data implies (Verizon 2026 DBIR [DOC-101], SecurityScorecard 2025 Global Third-Party Breach Report [DOC-91]), and each one accelerates consolidation as affected small institutions merge upward. Outcomes bifurcate rather than averaging. Institutions running an evidence loop absorb incidents as contained operational events. Institutions without one experience the confidence collapse the Veeam data describes, prepared until tested (Veeam 2025 Ransomware Trends, n=1,300 [DOC-100]). Regulatory load grows incrementally rather than in a single step, with a CIRCIA reporting layer added whenever its final rule takes effect, on timing no available source establishes. This is the scenario the tier playbooks in Appendix B are written for.
8.4 Scenario Three, Systemic Ripple, the Pessimistic Bound
The pessimistic bound requires no new adversary capability either. It requires only that the concentration risk the sector already carries produces a larger event than 2023's.
Every ingredient is present in current data. Receiver losses in multi party incidents now rival generator losses, with finance disproportionately affected as a receiver (RiskRecon and Cyentia, Ripples Across the Risk Surface 2025 [DOC-86]). At least a third of breaches already originate at third parties (SecurityScorecard 2025 [DOC-91]). Agentic attack capability is maturing (Cisco State of AI Security 2026 [DOC-17], Google Cybersecurity Forecast 2026 [DOC-47]), and identity level compromise scales through synthetic media (SISA 2026 [DOC-89], Pindrop 2025 [DOC-78]).
In this scenario a compromise at a major shared platform propagates at machine speed across hundreds of institutions before human process engages, the NCUA's incident feed spikes, and the political response resembles post crisis banking regulation rather than incremental supervision, with mandatory provider testing, prescriptive resilience standards, and possibly the reopening of the vendor examination authority question that Section 4.2 leaves open. Member trust damage outlasts operational recovery, which is the cost that does not appear on any incident report.
What makes this bound worth stating rather than merely acknowledging is that the countermeasures which would bound it are the same ones Chapter 7's cross case matrix identifies. The preparation is not scenario specific, which means it is not a bet on this scenario arriving.
8.5 Watch Items With Dates Attached
Six developments would each signal that one of the drivers above is moving faster than the base case assumes.
Figure 8.5. Watch items and what movement in each would indicate
	WATCH ITEM

	WHAT MOVEMENT WOULD INDICATE


	Post quantum standard adoption following NIST's HQC selection (NIST IR 8545 [DOC-73])

	Regulator expectations beginning to reference post quantum cryptography inventories


	CIRCIA final rule taking effect, on timing not established by any available source

	A parallel 72 hour reporting clock running alongside the NCUA rule


	Agentic commerce authentication standards (SISA Payment Intelligence Report 2026 [DOC-89])

	The cryptographic handshake problem moving from proposal to payment network requirement


	AI governance expectations echoing into U.S. financial regulation, with the EU AI Act's four tier risk framework as the leading indicator (Future of Life Institute summary [DOC-32])

	Supervisory attention turning to member facing AI deployments


	The demographic shift in cybercrime, younger actors and growing named groups including Cl0p, Qilin, and ShinyHunters (SpyCloud 2026 [DOC-97])

	Rising volume and volatility rather than rising sophistication


	Prompt injection and AI supply chain fragility maturing from research to routine exploitation (Cisco State of AI Security 2026 [DOC-17], Google Cybersecurity Forecast 2026 [DOC-47])

	A new exposure class arriving as credit unions deploy member facing AI



The last item carries a timing asymmetry worth noting. Member facing AI deployment decisions are being taken now, in institutions where the exposure class they create is not yet in any risk register.
8.6 The No Regret Moves, Valid in All Three Scenarios
Scenario analysis is worth the effort only where it identifies action that holds regardless of which trajectory arrives. Five moves qualify against all three scenarios above.
Figure 8.6. Moves that hold in every scenario
	MOVE

	WHY IT HOLDS REGARDLESS OF TRAJECTORY


	Run the validation loop on a continuous cadence

	The differentiating variable in scenarios one and two, and the damage bound in scenario three


	Convert provider relationships to evidence based assurance

	Every scenario routes sector scale harm through providers rather than through institutional perimeters


	Harden member facing identity and payment processes against synthetic media

	The deepfake trend line is independent of institutional control quality, so this exposure worsens even in the optimistic bound


	Build the post quantum cryptography inventory before it is asked for

	The work is inventory and contract language, both of which take longer to complete than the standards take to publish


	Keep the board fluent in validation evidence, using the metrics pack in Appendix E

	In every scenario the institutions that navigate well are those whose governance could read the evidence in front of it



None of the five is regretted in any future the current evidence can support. That is a weaker claim than a forecast, and it is the strongest one a forecast of this kind can honestly make.
8.7 Findings and Implications
The drivers set out in this chapter are not in serious dispute. Consolidation, AI acceleration on both sides, deteriorating attacker payment yield, the migration of fraud from transactions to identity, and the opening of the post quantum migration window are all measured rather than forecast. What remains genuinely uncertain is how they combine, and the three scenarios bound that uncertainty rather than resolving it.
Across those bounds one finding holds. The scenarios differ substantially in severity while differing very little in what they require. The same five moves appear in the optimistic bound as the source of advantage, in the base case as the variable separating institutions that absorb incidents from those that do not, and in the pessimistic bound as the limit on how far damage travels. A preparation set that does not change with the scenario is not a hedge against one future. It is the work.
This chapter will age faster than any other in this book, and it should be read against that. By 2031 the scenario detail will be checkable against events, the watch items will have resolved or been superseded, and the named figures will have been refreshed several times. The drivers and the invariant moves are the parts intended to survive the interval, and they are the parts a reader returning to this book years from now should hold it to.
Chapter 9. The Credit Union Cybersecurity Maturity Model, a Self Assessment Tool
Maturity models fail in predictable ways. They measure intention rather than evidence, they need an outside assessor to interpret, and they tend to return a number that flatters whoever commissioned the exercise. The model set out here is built against each of those failures. Every criterion names an artifact that either exists or does not, so a score can be checked rather than argued. Completing it requires no product, no external assessor, and no more than a single sitting by one person working from evidence already to hand. One scoring rule prevents the model from awarding a high overall level to an institution that has not tested the controls its other scores quietly assume. The instrument is intended to hold unchanged across the life of this book, so that scores taken in different years remain comparable to each other.
9.1 The Five Levels
Figure 9.1. The five maturity levels
	LEVEL

	NAME

	ONE LINE DEFINITION


	1

	Reactive

	Security work happens when an incident, an exam finding, or a vendor forces it


	2

	Compliant

	A documented program exists and satisfies its requirements on the examination cycle


	3

	Proactive

	The program is risk driven, work is prioritized ahead of findings, testing is scheduled rather than triggered


	4

	Predictive

	The program is evidence driven, controls are continuously tested against current techniques, and decisions are made on measured performance


	5

	Optimized

	The evidence loop is institutionalized, it drives budget and strategy, survives staff turnover, and produces assurance the institution shares outward



The level names describe one thing only, which is the relationship between the institution and evidence. Levels 1 and 2 possess controls. Level 3 manages them. Level 4 proves them. Level 5 governs by the proof.
9.2 Scoring Procedure and Rules
For each of the eight capability domains below, the criteria are read from level 1 upward and marked yes or no against evidence rather than intention. A criterion counts as yes only where the artifact it names could be shown to an examiner today. The domain scores at the highest level where that level's criterion and every criterion beneath it are marked yes. Skipped levels do not count, so a yes at level 4 sitting above a no at level 3 scores the domain at the last unbroken yes.
Two rules govern how the eight domain scores combine, and both encode findings from earlier in this book.
The first is equal weighting. Each domain scores 1 to 5 and the total is their simple sum, between 8 and 40. Weighting schemes invite gaming, and the second rule does the emphasis work that weighting would otherwise attempt.
The second is the validation gate. The institutional level cannot exceed the score in domain D, security testing and validation, by more than one level, whatever the total suggests. An institution scoring 4 across seven domains and 2 on validation is operating at level 3 at best, because its other scores rest on assumptions it has not tested. This rule is the maturity model form of the argument the preceding chapters establish.
After the gate is applied, totals map to levels as follows. Eight to 13 is level 1, 14 to 20 is level 2, 21 to 28 is level 3, 29 to 35 is level 4, and 36 to 40 is level 5.
9.3 The Criteria, Eight Capability Domains, Five Levels Each
Every criterion is written as an observable statement to be marked yes or no.
A. GOVERNANCE AND OVERSIGHT
	L1. A named individual is accountable for information security, and the board minutes from the past year contain at least one information security item. 
	L2. The board approved the information security program in the past 12 months, and receives a security report on a defined schedule. 
	L3. Board reporting includes trend metrics rather than status narrative alone, and the board or a committee has questioned or directed a security matter in the past year, evidenced in minutes. 
	L4. The board receives control performance evidence, meaning which techniques current controls block and detect, in a form the minutes show was discussed, at least quarterly. 
	L5. Security evidence has changed a budget, strategy, or vendor decision in the past year, traceable in board or executive records. 


B. RISK MANAGEMENT
	L1. A written risk assessment exists and was updated within the examination cycle. 
	L2. The risk assessment covers all member information systems and named third parties, and each risk has a named owner. 
	L3. Risks are re-assessed on a defined schedule and after material change, and acceptance decisions are documented with an approver. 
	L4. Risk ratings for technical exposures incorporate tested exploitability rather than severity scores alone, and the register distinguishes validated risks from assumed ones. 
	L5. Every accepted risk carries dated evidence supporting the acceptance, and acceptances are re-validated on a stated cadence. 


C. CONTROL IMPLEMENTATION
	L1. Baseline controls exist, meaning multifactor authentication on remote and administrative access, endpoint protection on all managed devices, and backups running. 
	L2. A documented control inventory maps controls to the systems they protect, and coverage gaps are listed rather than unknown. 
	L3. Controls are configured to a written standard, deviations are tracked, and privileged access is reviewed on a schedule with records. 
	L4. For each control class, the institution can produce a dated test result showing performance against at least one named current technique. 
	L5. Control changes trigger re-testing automatically or by standing procedure, with results feeding the inventory within a defined interval. 


D. SECURITY TESTING AND VALIDATION
	L1. An external vulnerability scan ran in the past 12 months and its findings were tracked to closure or acceptance. 
	L2. Penetration testing occurs on a defined cycle, and vulnerability scanning runs at least quarterly with a documented remediation process. 
	L3. Testing scope covers the full internet facing estate, findings carry remediation deadlines by risk, and deadline performance is measured. 
	L4. Controls are validated against named ATT&CK techniques on at least a quarterly cadence, results are reported to management, and each validated exposure is dispositioned as Patch, Mitigate, Monitor, or Accept with Evidence. 
	L5. Validation runs continuously, re-validation follows every fix and material change, and results reach the board with trend lines. This criterion operationalizes the instruction CISA publishes in the advisories Chapter 4.7 examines. 


E. INCIDENT RESPONSE
	L1. A written incident response plan exists and names who notifies the NCUA within 72 hours. 
	L2. The plan was tested by tabletop in the past 12 months, and contact trees were verified current. 
	L3. The plan includes the third party scenario, in which a provider is compromised while the institution's own systems are healthy, and that scenario has been exercised. 
	L4. Technical response elements are verified rather than assumed, with restore from backup demonstrated in the past year, containment steps executed in an exercise, and detection to decision time measured. 
	L5. Post exercise and post incident findings show closure evidence, and response metrics trend in board reporting. 


F. THIRD PARTY RISK
	L1. A vendor list exists identifying which vendors touch member data or critical operations. 
	L2. Critical vendors undergo documented due diligence before contract and on renewal, and contracts address incident notification to the institution. 
	L3. Vendor incident notification obligations align to the institution's own 72 hour clock, and concentration risk, meaning which single providers could take the institution offline, is documented. 
	L4. For critical providers, the institution holds current evidence of control performance, whether test results, independent validation, or a contractual right to evidence exercised in the past year. Questionnaires alone do not satisfy this criterion. 
	L5. Provider evidence is refreshed on a stated cadence and tracked like internal findings, and a provider failure scenario is exercised jointly or required contractually. 


G. REGULATORY POSTURE
	L1. The institution can state its reporting obligations, including the NCUA 72 hour rule prongs, without looking them up mid incident. 
	L2. Exam findings from the last cycle are closed or on a dated plan, and Part 748 program requirements are mapped to owners. 
	L3. The institution tracks regulatory change on a schedule, and has completed the transition from the sunset FFIEC Cybersecurity Assessment Tool to a named successor framework with a documented mapping. 
	L4. Compliance artifacts are generated from operational evidence rather than assembled for the exam, so the examiner sees the same dashboards management uses. 
	L5. Regulatory readiness is continuous, a surprise exam would find current evidence, and the institution contributes to sector comment processes or information sharing. 


H. STAFFING AND TRAINING
	L1. Security responsibilities appear in at least one current job description, and all staff completed security awareness training in the past year. 
	L2. Training is role differentiated, with wire desk and help desk staff receiving social engineering specific content, and completion is tracked. 
	L3. A documented succession or coverage plan exists for the security function, and key security processes are runnable by more than one person or provider. 
	L4. Social engineering resistance is tested rather than only trained, with simulated phishing, vishing, or pretexting exercises run in the past year and measured results feeding training. 
	L5. Evidence generation is automated to the point that a staffing gap degrades response speed but not assurance, demonstrated during an actual vacancy or an exercise. 


9.4 The Score Sheet
Figure 9.4. Annual score sheet
	CAPABILITY DOMAIN

	LEVEL (1 TO 5)

	EVIDENCE NOTED (ARTIFACT AND DATE)


	A. Governance and oversight

	
	

	B. Risk management

	
	

	C. Control implementation

	
	

	D. Security testing and validation

	
	

	E. Incident response

	
	

	F. Third party risk

	
	

	G. Regulatory posture

	
	

	H. Staffing and training

	
	

	Total (8 to 40)

	
	

	Validation gate applied, overall level capped at D plus one

	
	

	Institutional level (1 to 5)

	
	


The evidence column is not optional bookkeeping. It is what makes the score checkable a year later, by a successor, an examiner, or the same person with a different recollection.
9.5 From Score to Next Action
Routing runs by institutional level and by tier, into the playbooks in Appendix B. The logic behind it is consistent across the grid. Lower tiers climb by demanding evidence from providers, higher tiers climb by generating it internally, and every level's fastest climb runs through domain D, because the gate makes domain D the ceiling on everything else.
Figure 9.5. Next action by institutional level and tier
	INSTITUTIONAL LEVEL

	TIER 1 AND 2 NEXT MOVE

	TIER 3 NEXT MOVE

	TIER 4 AND 5 NEXT MOVE


	1 Reactive

	Playbook B1, establish the L1 and L2 baseline, leaning on providers and free services such as CISA Cyber Hygiene (NCUA 2025 Resilience Report [DOC-65])

	Playbook B3, baseline plus named security ownership

	Playbook B4 remediation track, since a level 1 score at this tier is itself a board finding


	2 Compliant

	Playbook B1, convert vendor attestations to evidence requirements at renewal

	Playbook B3, first scheduled technique level testing, quarterly

	Playbook B4, stand up the validation function, owned or contracted


	3 Proactive

	Playbook B2, provider evidence plus targeted validation of the institution's own perimeter and identity controls

	Playbook B3, move domain D to L4, quarterly ATT&CK cadence with the four verb disposition

	Playbook B4, continuous cadence, integrating validation output with detection engineering


	4 Predictive

	Playbook B2, sustain, and share results through sector channels

	Playbook B3, extend evidence requirements upstream to core providers and CUSOs

	Playbook B5, optimize, automating re-validation on change


	5 Optimized

	Playbook B2, contribute content to collective defense, per Appendix L

	Playbook B5

	Playbook B5, and the sector mentoring role Appendix L describes



9.6 The Annual Re-Score
The model is re-scored every 12 months, and additionally after any merger, core conversion, or reportable incident. The same sheet is used each time, prior years' sheets are retained, and what reaches the board is the trend rather than the level alone.
The annual re-score is the book’s built in yearly touchpoint, and it pairs deliberately with the annual refresh of this book’s statistics, so that an institution updates its self knowledge and its threat picture in the same sitting.
A score that has not moved in two years is itself a finding. Either the program stalled or the scoring went soft, and the evidence column is what distinguishes the two.
9.7 What This Model Does Not Know
The current distribution of credit unions across these five levels is not published in any available source, and no source states an examiner consensus on the adequate level by tier. Aggregate ACET participation data would be the natural source if the NCUA published it, as would future editions of the Resilience Report or a commissioned sector survey, and until one exists this remains an open gap rather than an estimate.
Institutions should therefore benchmark against their own trend line and their tier playbook rather than against an assumed peer average. This is the only element of this chapter that depends on data at all, and it remains a stated gap until a source exists.
9.8 Findings and Implications
The model's design choices are arguments rather than conveniences, and each one answers a specific failure documented earlier in this book.
Criteria are observable because intention has inflated every self assessment the sector has run. The validation gate exists because the incident record in Chapter 7 shows that untested strength and weakness are indistinguishable at the moment the distinction matters. Equal weighting with a gate, rather than a more sophisticated weighting scheme, is a deliberate concession to durability, since a tool survives a decade only where a newly appointed security manager can apply it unaided in an afternoon.
The number the sheet produces matters less than the artifact trail that producing it honestly requires. Dated test results, board minutes recording a discussion, provider evidence held rather than requested, a restore demonstrated rather than assumed. Assembled, that trail is not a description of the evidence loop this book argues for. It is the loop itself, in the only form an examiner, a board, or a successor can verify.
Chapter 10. Security Investment ROI and the Business Case Framework
A security business case is only as strong as its weakest number, and the weakest number is usually a multiplier that someone invented. Arguments of this kind fail in a characteristic way, by pricing a benefit nobody can audit, which invites a finance function to discount the entire submission rather than the single line that deserved it. The framework here is built to survive that scrutiny rather than to maximize the headline figure. Two rules govern what may be claimed. Where a benefit cannot be quantified from a sourced input, it is stated qualitatively and left unpriced. And probability and severity inputs appear as ranges drawn from named datasets rather than as point predictions for any particular institution, which means the template below produces a range that an institution completes with its own parameters rather than a number this book supplies on its behalf.
10.1 The Method, Stated Before the Numbers
Validation return is claimed under four headings and no others. Fixing the taxonomy in advance is a discipline rather than a convenience, because an open-ended list of benefits is how business cases acquire the unauditable line that sinks them.
Figure 10.1. The four headings under which validation return is claimed
	HEADING

	WHAT IT COVERS


	Avoided incident cost

	Reduction in incident probability and severity, evidenced against breach and claims cost benchmarks


	Recovered tool value

	Raising the measured effectiveness of controls the institution already owns


	Redirected effort

	Shrinking patch and alert workloads to the exploitable and the real


	Assurance efficiency

	Examiner, audit, insurer, and board evidence produced as a byproduct of operations rather than as periodic projects



Every figure in the sections that follow attaches to one of these four. A claimed benefit fitting none of them warrants suspicion, in this book as much as in any vendor's proposal.
10.2 What Failure Costs
Cost benchmarks are widely quoted and frequently misapplied, because the wrong population produces a figure that is worse than no figure at all. An institution holding $200 million in assets that anchors its business case on an enterprise average has built an argument its own finance function can dismantle in one question. Figure 10.2 sets out the anchors from both available populations, so that the choice of comparator is deliberate.
Figure 10.2. Severity anchors by population
	ANCHOR

	FIGURE

	POPULATION AND SOURCE


	Global average cost of a data breach

	USD 4.44 million, the first decline in five years

	Enterprise skewed (IBM Cost of a Data Breach Report 2025 [DOC-50])


	U.S. average cost of a data breach

	USD 10.22 million, up 9 percent, an all time regional high

	Enterprise skewed, same source


	Financial industry average

	USD 5.56 million, down from USD 6.08 million the prior year

	Enterprise skewed, same source


	Average incident cost, small and medium enterprises

	$264,000, at an average organization size of $108 million in annual revenue

	n=8,936 claims (NetDiligence Cyber Claims Study 2025 [DOC-76])


	Crisis services component, small and medium enterprises

	$152,000

	n=4,712 claims, same source


	Average incident cost, large companies

	$10.3 million

	n=235 claims, same source


	Claims reaching $1 million or more

	4 percent of small and medium enterprise claims, against 43 percent at large companies

	Same source



Tier 1 and Tier 2 institutions anchor on the small and medium enterprise figures, since the claims population's average organization size sits close to their own revenue scale. Tier 4 and Tier 5 institutions sit between the two populations, and the tier playbooks in Appendix B carry the appropriate anchor for each. Two further figures from the enterprise dataset are context rather than anchors. Healthcare recorded the highest industry average at USD 7.42 million for the fourteenth consecutive year, and the mean time to identify and contain a breach fell to 241 days, a nine year low, continuing the decline from the 287 day peak in 2021 (IBM Cost of a Data Breach Report 2025 [DOC-50]).
The trend data matters more than any single average, because it describes where a small institution's exposure is heading rather than where the industry average currently sits. The annual probability of any given organization experiencing a cyber event has almost quadrupled since 2008, and for a firm under $1 billion it has more than doubled. Losses from a typical incident rose fifteenfold, from a median of $190,000 to almost $3 million, tail loss events grew fivefold to $32 million, and costs as a proportion of annual revenue increased eightfold (Cyentia Information Risk Insights Study 2025 [DOC-25]).
That last figure carries the reading that matters for this sector. Incidents now cost more per dollar of organizational size than they did, which inverts the intuition that a small institution is both unattractive to attack and safe to underinsure against. Smallness reduces the absolute number while raising the proportional damage, and it is the proportion that determines whether an event is survivable.
For ransomware specifically the sector can price against two figures already established in this book. The median ransom paid was $1 million with average recovery cost excluding ransom at $1.53 million (Sophos State of Ransomware 2025, n=3,400 [DOC-94]), against average negotiated payments of $680,000 at a 23 percent payment rate in the first quarter of 2026 (Coveware by Veeam, Q1 2026 [DOC-21]).
10.3 What Mitigations Are Measured to Save
The same dataset that prices breaches also isolates thirty contributing factors against the global average, which makes it the closest available evidence on what actually reduces cost rather than what is believed to.
The largest measured effect concerns automation. Organizations extensively using security AI and automation drove savings of USD 1.9 million compared with organizations that did not, while unmanaged shadow AI added USD 670,000 to breach costs (IBM Cost of a Data Breach Report 2025 [DOC-50]). Among the individual factors measured in isolation, six cluster closely together, as Figure 10.3 shows.
Figure 10.3. Top cost mitigating factors, measured in isolation against the global average
	FACTOR

	MEASURED REDUCTION IN AVERAGE BREACH COST


	Security orchestration, automation and response tools

	$201,201


	Quantum security tools

	$196,951


	Proactive threat hunting

	$193,242


	Employee training

	$192,266


	AI governance technology

	$191,893


	Identity and access management

	$189,838



Source, IBM Cost of a Data Breach Report 2025 [DOC-50].
How these figures may legitimately be used is as important as the figures themselves. They are population level associations measured in isolation, not additive line items. The six above sum to approximately $1.2 million, and no institution can claim that total, because the factors overlap in the environments where they were observed and the measurement does not support aggregation. Their legitimate use in a business case is directional and comparative.
Read that way, one pattern is worth noting and worth not overstating. The measured savings cluster around capabilities that produce or act on evidence, specifically threat hunting, automation, identity, and governance, which is consistent with the argument this book has made throughout. It is not proof of it. A validation program's claim under the avoided incident heading runs through these factors, because it operationalizes hunting and automation, and its claim is bounded by what they measure rather than extending beyond it.
10.4 The Insurance Channel
The cyber insurance market has begun sending a signal that bears directly on the business case, though not the one a buyer might expect. The U.S. market recorded its first ever reduction in direct written premium, with approximately $9.14 billion written in 2024, a 7 percent decrease from $9.84 billion in 2023, while policies in force held nearly flat at 4,368,614 and the number of claims rose almost 40 percent to nearly 50,000 (NAIC 2025 Report on the Cybersecurity Insurance Market [DOC-64]). The same report, citing Aon's U.S. broking clients, notes that average ransom payments dropped 77 percent in 2024, reflecting improved controls and negotiation (NAIC 2025, citing Aon [DOC-64]).
Falling premiums against a sharply rising claim count describe a buyer's market that will not persist on those terms. What decides which institutions keep favorable terms when it corrects is the same thing that decides examination outcomes, which is evidence. Underwriting and examination are convergent activities, since both are third parties pricing an institution's control reality from outside it, and both reward the institution that can hand over dated performance data rather than questionnaire answers. Assurance efficiency, the fourth benefit heading, is therefore claimable twice from a single body of work, once at the examination and once at renewal.
10.5 The Business Case Template
The template prices a continuous validation program in four lines, each drawing its inputs from the sourced anchors above and from the institution's own operating data. It produces a range rather than a number, deliberately, because the probability inputs belong to the institution and not to this book.
Figure 10.5. The four benefit lines and their inputs
	BENEFIT HEADING

	CALCULATION

	WHERE THE INPUTS COME FROM


	Avoided incident cost

	The severity anchor for the institution's tier, multiplied by its own estimate of probability reduction from moving domain D of the maturity model to level 4 or 5

	Severity anchors from Figure 10.2, and the evidence that untested controls fail from Chapter 7.8. The probability delta is institutional judgment and should be labelled as such in the board paper


	Recovered tool value

	Current annual spend on prevention and detection controls, multiplied by the fraction of that spend currently unproven

	Chapter 9 scores in capability domains C and D serve as the proxy for the unproven fraction


	Redirected effort

	Hours currently spent on full backlog remediation and full alert triage, repriced against a workload scoped to validated exploitable exposures and validated detection gaps

	The institution's own ticket and staffing data, framed against the 26 percent KEV remediation rate in Chapter 2.2 and the alert burden figures in Chapter 3.2


	Assurance efficiency

	Hours per examination cycle and insurance renewal currently spent assembling evidence, against evidence generated as an operational byproduct

	The institution's own examination preparation records, with maturity domain G at level 4 as the target state



The recovered tool value line needs one clarification, because it is the heading most easily overclaimed. The claim is not that validation makes tools better. It is that validation converts unknown effectiveness into known and therefore tunable effectiveness, and the playbook completeness data in Chapter 5.3 illustrates how far possession without proof can diverge, running near half on most technical elements.
Costs belong on the other side of the ledger with equal discipline, and there are three. Platform or service subscription. The internal cadence owner, meaning the deciding and fixing half of the loop that Figure 5.6 identifies as the model's own failure mode. And content maintenance. A business case that omits the second of those should be rejected regardless of which vendor submitted it, because a validation program without a decision owner produces findings rather than outcomes.
10.6 Findings and Implications
The financial argument for validation in this sector rests on three conditions that hold together, and each is measured rather than asserted. Institutions here are small enough that a single incident is material to the income statement, with costs as a proportion of revenue having risen eightfold. They are cheap enough to attack that event probability keeps climbing for their size class, having more than doubled for firms under $1 billion. And they are evidence poor enough that a substantial share of security spend remains trust rather than fact.
Those three conditions together point at an unusual conclusion for a security investment case. The highest available return is not another control. It is the conversion of controls already purchased into measured, decision bearing assets, priced under four headings an auditor can check and completed with parameters the institution supplies itself.
What makes the case checkable over time is that its progress has an independent measure. The score sheet in Chapter 9 is the instrument, and the movement of a single capability domain across an annual re-score is what tells a board whether the investment produced the evidence it was funded to produce.
What the Evidence Establishes
The Strategic Narrative
The U.S. credit union system enters the 2026 to 2031 period as thousands of member owned institutions sharing one regulator, one reporting regime, and a deeply concentrated technology base, defending against economically rational adversaries who now move from entry to damage in minutes. The sector's defining incident of the period did not breach a credit union at all. It breached a shared provider through a disclosed and patchable vulnerability, and took dozens of institutions offline by way of a control that existed at every one of them and had been proven against the technique in use at none.
That incident is the sector's situation in miniature. Credit unions do not lack tools, executive attention, or regulatory guidance, and by the sector's own survey and supervisory record all three stand at historic highs. What they lack is proof, meaning current and tested knowledge of how their specific controls and their providers' controls perform against the specific techniques in current use. Every converging trend of the period widens the cost of that absence. Initial access has shifted to exploitation of exposed systems faster than institutions remediate them. Attacks proceed mostly without malware, through identities and trusted integrations rather than through code a scanner recognizes. Half of breaches now involve a third party, and this sector concentrates that dependency rather than spreading it. And AI compresses attacker timelines without changing attack categories, which makes cadence rather than capability the decisive defensive variable.
What the evidence supports is a loop rather than a purchase. Controls and exposures are validated against named techniques, each finding resolves into one of four defensible calls, Patch, Mitigate, Monitor, or Accept with Evidence, the fix follows from the decision, and re-validation confirms the gap closed, continuously and in production at the adversary's tempo. The regulatory stack already describes that loop in fragments. CISA instructs it by name in the advisories tied to this sector's losses, the FTC model prices continuous effectiveness testing as the primary path rather than the ambitious one, and the NCUA examines for control adequacy and board governance that only evidence can honestly satisfy. The maturity model makes the loop measurable annually by any institution unaided, the tier playbooks route each institution's next move, and the business case prices the transition under four auditable headings. The institutions that come through the period well will not be the ones that bought the most. They will be the ones that proved the most, and the proving is now inexpensive enough, and the alternative costly enough, that this is the highest leverage and lowest regret investment available at every tier.
Executive Dashboard of Key Statistics
Fifteen figures carry the sector's current position, stated as of this edition.
Figure S.1. The sector's position in fifteen figures
	#

	STATISTIC

	VALUE

	SOURCE


	1

	Federally insured credit unions, members, assets

	4,250 institutions, 145.8 million members, $2.48 trillion

	NCUA Q1 2026 [DOC-71]


	2

	Sector incidents reported under the 72 hour rule

	539, May 2024 to April 2025, none systemic

	NCUA [DOC-65]


	3

	Credit union executives naming cybersecurity a top concern

	52 percent, the highest in the published series (n=308)

	Cornerstone 2025 [DOC-19]


	4

	Leading breach initial access vector

	Exploitation of vulnerabilities, 31 percent

	Verizon DBIR 2026 [DOC-101]


	5

	Breaches with third party involvement

	48 percent, up 60 percent year over year

	Verizon DBIR 2026 [DOC-101]


	6

	Detections that were malware free

	82 percent

	CrowdStrike 2026 [DOC-22]


	7

	Average eCrime breakout time

	29 minutes, fastest observed 27 seconds

	CrowdStrike 2026 [DOC-22]


	8

	KEV listed criticals fully remediated

	26 percent, median 43 days to resolution

	Verizon DBIR 2026 [DOC-101]


	9

	U.S. cybercrime losses reported to the FBI

	$20.877 billion, up 26 percent

	IC3 2025 [DOC-53]


	10

	Business email compromise reported losses

	$3.047 billion

	IC3 2025 [DOC-53]


	11

	Deepfake attack growth in one year

	More than 1,300 percent

	Pindrop 2025 [DOC-78]


	12

	Ransom payment rate trajectory

	77 percent in 2019 to 23 percent in Q1 2026

	Coveware by Veeam [DOC-21]


	13

	Victims who believed they were prepared before the attack

	69 percent, with confidence falling more than 20 percent afterward (n=1,300)

	Veeam 2025 [DOC-100]


	14

	Typical incident loss trajectory

	Median up fifteenfold to almost $3 million, revenue proportion up eightfold

	Cyentia IRIS 2025 [DOC-25]


	15

	Credit unions using free CISA scanning services

	More than 300

	NCUA [DOC-65]



The Fifteen Findings
The figures above are the evidence. The findings below are what they establish.
	Adequacy is tier relative. Every benchmark in this book is stated against one of five asset tiers and never against the sector average, because a sector average describes an institution that does not exist. 
	The sector concentrates in two directions at once. Institution count falls while assets and members concentrate upward, so most institutions are small and most assets are not (computed from [DOC-71]). 
	Shared infrastructure is the sector's efficiency mechanism and its systemic risk mechanism. These are not two properties in tension. They are one mechanism seen from two sides. 
	Exploitation of exposed systems has displaced credential abuse as the leading way in, confirmed independently across three incident datasets counting three different units [DOC-101, DOC-51, DOC-61]. 
	Attackers now succeed mostly without malware, routing around code focused controls through identity and inherited trust rather than defeating them [DOC-22]. 
	Third party exposure in this sector is concentrated rather than diffuse. The headline share of breaches involving a third party understates the risk here, because dependency runs through a few shared cores and CUSOs [DOC-101, DOC-91]. 
	Speed has inverted the defender's math. Breakout is measured in minutes against dwell in days, remediation in weeks, and audit cycles in years, which makes cadence the decisive variable. 
	The sector's defining incident proceeded entirely through published information. A disclosed vulnerability, unpatched for weeks after the fix shipped, with multifactor authentication bypassed by session hijack [DOC-14, DOC-29]. 
	Across the incident record the failed control was usually present and the defeating technique usually published. What the victims lacked was tested knowledge, not tooling and not intelligence. 
	Confidence is not evidence. Sixty nine percent of ransomware victims believed they were prepared, while playbook possession ran ahead of playbook capability by roughly two to one on key technical elements (n=1,300) [DOC-100]. 
	The regulatory stack describes validation by function without naming it. CISA's advisories instruct technique level testing continually and in production, and the FTC model makes continuous effectiveness testing the primary path [DOC-14, DOC-36]. 
	The FFIEC CAT sunset on August 31, 2025 replaced a shared yardstick with a choice among NIST CSF 2.0, CISA's Cybersecurity Performance Goals, and the CRI Profile, which weakens comparability across the sector [DOC-34]. 
	The maturity model's validation gate encodes the report's central argument, capping an institution's overall level at one above its testing and validation score, because untested strength is indistinguishable from weakness at the moment the distinction matters. 
	Attacker economics deteriorated without attackers retiring. Falling payment rates and declining on chain revenue against record claimed victims predict volume, speed, and volatility rather than withdrawal [DOC-21, DOC-16]. 
	The highest return investment at every tier is conversion rather than acquisition, turning owned controls and vendor attestations into measured, decision bearing assets, priced under four auditable headings. 


What This Report Could Not Establish
Eight questions material to this sector have no answer in the available public record, and each is noted where it arises rather than filled with an estimate.
No source provides credit union specific security staffing or budget benchmarks by asset tier. No source publishes the distribution of institutions across maturity levels, nor any examiner consensus on what level is adequate at a given tier. No credit union specific breach dataset exists at all, which leaves the regulator's own incident count as the sole sector specific measure and forces every other figure in this book to be read across from wider populations. No authoritative source states core processing market shares, so the concentration argument is made structurally rather than quantitatively. The scope of NCUA direct examination authority over CUSOs and third party vendors is not established. The effective timing of the CIRCIA final rule is not established. Current PCI DSS version milestone dates are not established. And the full restoration duration following the sector's defining incident is not established by any public account.
Taken together those gaps are themselves a finding. A sector holding $2.48 trillion in assets and 145.8 million member relationships measures remarkably little about its own security posture, which means individual institutions benchmark against their own trend lines rather than against peers, and sector level policy is made without the data that would inform it. Closing any one of those gaps, through aggregate reporting of existing self assessment participation, through future editions of the regulator's own resilience reporting, or through a commissioned sector survey, would improve every institution's ability to know where it stands. That is a sector agenda rather than an institutional one, and it is offered here as such.
The Closing Position
Nothing in the evidence assembled here suggests this sector is failing. Recovery outcomes improved materially year over year, executive attention has arrived, the sector's own incident record shows no systemic event, and the majority of teams that assess their coverage are already using the right framework to do it. The argument of this book is narrower and harder than a claim of failure.
It is that the sector has bought a great deal of security and proved very little of it, and that the distance between those two facts is where sector scale harm has actually entered. The controls were present. The techniques were published. The advisory naming the technique, listing the indicators, and instructing defenders to test against it had been public for five weeks when dozens of credit unions went offline.
The gap was never between spending and threat. It is between spending and proof. Closing it requires no new category of technology and no capability this sector cannot reach at any tier, only a loop run at the adversary's tempo rather than the audit calendar's, and an annual habit of asking what the evidence now shows. The instruments for that are in the chapters above. The judgment about whether to use them belongs to each institution, and by 2031 the difference between those that did and those that did not will be the most legible fact about this sector.
Appendix A. ATT&CK Technique Catalog for the Credit Union Sector
A.1 Scope and Standing
This catalog lists the MITRE ATT&CK techniques named in the five CISA advisories most relevant to this sector, together with the most frequently detected technique in current defender telemetry. It is the starting scope for a validation program rather than its full extent. The loop set out in Chapter 5.4 begins here because the U.S. government has already connected these techniques to attacks on institutions of this kind and, in four of the five advisories, has instructed defenders to test their controls against them continually and in production, as Chapter 4.7 examines. The catalog is a floor rather than a ceiling, and a mature program extends past it using current intelligence and its own telemetry.
Each of the five advisories carries a complete ATT&CK mapping table extending well beyond the techniques listed here, and those advisory texts remain the authoritative source (CISA AA20-239A [DOC-07], AA23-075A [DOC-11], AA23-158A [DOC-12], AA23-320A [DOC-13], AA23-325A [DOC-14]). The set below is confined to techniques verified directly against advisory text, which makes it a conservative extract rather than a comprehensive mapping.
A.2 The Verified Technique Set
Eighteen techniques are verified at source, spanning initial access, identity attack, social engineering, discovery, and impact.
Figure A.2. Verified ATT&CK techniques, sector relevance, and validation approach
	TECHNIQUE

	NAME AS USED IN SOURCE

	NAMED IN

	SECTOR RELEVANCE

	VALIDATION NOTE


	T1190

	Exploitation of public facing applications

	AA23-075A [DOC-11]

	The sector's leading breach vector class (Chapter 2.2)

	Test perimeter appliances and portals against current exploit chains


	T1133

	External remote services, RDP exploitation per advisory

	AA23-075A [DOC-11]

	Remote access sprawl at small institutions

	Verify exposure inventory matches reality, test access path controls


	T1078

	Valid accounts

	AA23-075A [DOC-11]

	Second ranked vector class (Chapter 2.2)

	Replay exposed credential scenarios against member and staff channels


	T1078.004

	Cloud accounts

	Red Canary 2026 [DOC-84]

	Top detected technique in defender telemetry, proxy for identity compromise

	Test cloud identity provider controls and anomalous session detection


	T1566

	Phishing

	AA23-075A [DOC-11], AA23-320A [DOC-13]

	Universal

	Test email controls against current lure classes, not last year's


	T1189

	Drive by compromise

	AA23-075A [DOC-11]

	Staff browsing estate

	Verify web filtering and endpoint response in chain


	T1556.006

	Modify authentication process, MFA

	AA23-325A [DOC-14]

	The Citrix Bleed MFA bypass, the sector's defining technique

	Test whether MFA survives session token theft, not only password theft


	T1563

	Remote service session hijacking

	AA23-325A [DOC-14]

	Same incident chain

	Test session validation and anomalous session detection on gateways


	T1082

	System information discovery

	AA23-075A [DOC-11], AA23-325A [DOC-14]

	Post access reconnaissance

	Detection coverage test, low prevention value


	T1489

	Service stop

	AA23-075A [DOC-11]

	Ransomware impact stage

	Test endpoint response to mass service termination


	T1598

	Phishing for information

	AA23-320A [DOC-13]

	Help desk and contact center

	Test people processes with authorized pretexting exercises


	T1598.004

	Spearphishing voice

	AA23-320A [DOC-13]

	Vishing against staff, rising vector (Chapter 2.2)

	Voice channel social engineering exercises, measured


	T1656

	Impersonation

	AA23-320A [DOC-13]

	IT and help desk impersonation

	Test identity verification procedures for password and MFA resets


	T1204

	User execution

	AA23-320A [DOC-13]

	Remote tool installation lures

	Test application control against commercial remote access tools


	T1219

	Remote access software

	AA23-320A [DOC-13]

	Unauthorized RMM tooling

	Inventory and alert coverage test for commercial remote access tools


	T1621

	Multi factor authentication request generation

	AA23-320A [DOC-13]

	Push bombing against staff MFA

	Test push fatigue resistance, number matching, and lockout behavior


	T1589

	Gather victim identity information

	AA23-320A [DOC-13]

	Precursor to layered social engineering

	Exposure monitoring rather than control test


	T1660

	Phishing, printed as smishing in the advisory

	AA23-320A [DOC-13]

	SMS lures to staff and members

	Test mobile channel awareness and reporting rates



Two campaign chains central to this sector appear in the advisory record as described behavior, without technique codes verified at source in this extract. The Cl0p MOVEit chain runs SQL injection exploitation, LEMURLOOT web shell deployment, and bulk database exfiltration (CISA AA23-158A [DOC-12]). The FASTCash chain runs payment switch malware, ISO 8583 request interception, and fraudulent authorization responses (CISA AA20-239A [DOC-07]). Both are testable as behavior chains whether or not a code is attached to each step, and both advisories carry their own mapping tables for institutions wanting the codes.
A.3 The Catalog and the Validation Loop
Current defender telemetry now ships with ready made tests. Red Canary's report supplies Atomic Red Team tests that defenders can run to confirm that tooling already in place does what they think it is supposed to do (Red Canary 2026 Threat Detection Report [DOC-84]). That framing belongs to a detection vendor's own guidance rather than to this book, and it states the validation thesis in operational form. Run the tests, read the results, route each gap to Patch, Mitigate, Monitor, or Accept with Evidence, apply the fix, and re-run.
The catalog serves a second function beyond scoping the first test cycle. It supplies the denominator for the coverage metric in the board pack at Appendix E, since the share of this set tested in the past quarter, split between prevention and detection, is a figure a board can track over time without needing to interpret raw findings.
For an institution that has never run a technique level test, this is the first quarter's test plan.
Appendix B. Per Tier Playbooks
The maturity score routes an institution to one of five playbooks, and the routing grid sits at Chapter 9.5. Each playbook states an objective expressed as a target maturity level, the work of the first 90 days, the work of the first 12 months, and the evidence artifacts that work must produce.
The artifacts matter more than the activities. An artifact is what an examiner, a board, an insurer, or a successor can verify, and activity leaving no artifact behind cannot later be distinguished from activity that never happened. Four of the five playbooks follow the 90 day and 12 month structure. The optimize track is continuous rather than a ramp, and states standing moves instead.
Figure B.1. The five playbooks
	PLAYBOOK

	APPLIES TO

	OBJECTIVE


	B1

	Tier 1 and 2 at level 1 or 2

	Reach level 2 with testing and validation also at 2, using almost no new headcount


	B2

	Tier 1 and 2 at level 3 or above

	Hold level 3 and push testing and validation toward 4


	B3

	Tier 3

	Move from level 2 or 3 to level 4


	B4

	Tier 4 and 5 scoring below level 4

	Stand up or remediate continuous validation as an internal discipline


	B5

	Any tier at level 4 or above

	Reach level 5, where the loop survives turnover and drives budget



B1. Tier 1 and 2, Establish the Baseline and Convert Providers to Evidence
Objective. Reach maturity level 2 with domain D, testing and validation, also at 2, using almost no new headcount, by leaning on providers and free services.
First 90 days. Complete the Chapter 9 score sheet honestly. Enroll in CISA Cyber Hygiene scanning if the institution is not already among the more than 300 sector participants (NCUA 2025 Resilience Report [DOC-65]). Confirm multifactor authentication on all remote and administrative access. Write the one page incident plan naming who notifies the NCUA inside 72 hours and what counts as reportable under the three prongs Chapter 4.1 sets out.
First 12 months. At each vendor renewal, replace attestation acceptance with an evidence clause, so the provider either supplies dated control test results or grants a contractual right to evidence, using the language in Appendix F. Run one tabletop covering the provider down, members harmed scenario. Verify one restore from backup and keep the dated record.
Artifacts produced. Completed score sheet, scan enrollment confirmation, evidence clauses in at least the core and digital banking contracts, tabletop minutes, restore verification record.
B2. Tier 1 and 2, Sustain and Extend
Objective. Hold level 3 and push domain D toward 4 through targeted validation of the small estate the institution actually operates.
First 90 days. Scope the directly operated attack surface, typically the perimeter, email, endpoints, and identity, then commission or run technique level validation against the Appendix A catalog quarterly, through a shared service, a league program, or a platform subscription sized to the estate.
First 12 months. Adopt the four verb disposition for every finding, Patch, Mitigate, Monitor, or Accept with Evidence. Bring provider evidence into the same tracker as internal findings. Share sanitized results through the NCU-ISAO or FS-ISAC channels on the model Appendix L describes.
Artifacts produced. Quarterly validation reports with dispositions, a single findings register spanning internal and provider items, one shared content contribution.
B3. Tier 3, Build the Validation Program
Objective. The emerging complex institution's move from level 2 or 3 to level 4, at the tier where validation delivers its highest marginal value, as Chapter 5.1 sets out.
First 90 days. Name the cadence owner, meaning the deciding and fixing half of the loop, before buying anything, since an unresourced loop is the failure mode Chapter 5.6 identifies. Baseline current control performance against the Appendix A catalog. Take the score sheet to the board with the validation gate explained.
First 12 months. Quarterly ATT&CK cadence across the full estate, with restricted assets covered by inference methods where live testing is unsafe, on the distinction Chapter 5.4 draws. Move examination preparation onto the operational dashboards, which is level 4 in maturity domain G. Extend evidence requirements upstream, so the core and the top CUSOs deliver technique level performance data annually or grant testing rights.
Artifacts produced. Baseline and quarterly delta reports, board minutes showing technique level evidence discussed, upstream evidence deliverables in at least two critical contracts.
B4. Tier 4 and 5, Stand Up or Remediate the Internal Function
Objective. Continuous validation as an internal discipline, integrated with detection engineering, closing the unproven integration gap Chapter 5.1 identifies as characteristic of this tier.
First 90 days. A level 1 or 2 score at this tier is itself a board finding and should be resourced accordingly. Stand up the loop with named owners for validate, decide, fix, and re-validate. Begin with chained technique scenarios across control seams rather than per product health checks.
First 12 months. Continuous cadence with re-validation triggered by change management. Validation output feeds the detection engineering backlog directly. Insurance renewal and examination packages generated from the same evidence store.
Artifacts produced. Change triggered re-validation records, detection engineering tickets traceable to validation findings, one renewal or examination cycle passed on operational evidence.
B5. Optimize, Any Tier at Level 4 or Above
Objective. Level 5, where the loop survives turnover, drives budget, and produces assurance the institution shares outward.
Standing moves. Automate re-validation on change. Publish internal trend lines to the board on a fixed calendar. Exercise a staffing gap deliberately and demonstrate that evidence generation continues. Contribute tested content and results to sector channels, and take the leadership role Appendix L describes, since the sector's cooperative structure means a level 5 institution's evidence is worth more shared than held.
Artifacts produced. Automation runbooks, board trend packs, the gap exercise report, sector contributions logged.
Appendix C. Control to Regulation Cross Reference
This mapping sets the Chapter 9 capability domains against the framework successors and the sector's regulatory floor, so that one annual self score serves every audience that asks. CSF 2.0 functions are drawn from NIST CSWP 29 [DOC-72], the Cybersecurity Performance Goals from CISA [DOC-10], the CRI Profile from the FDIC's account of version 2.1 [DOC-34], the NCUA program elements from the Resilience Report [DOC-65] and Part 748 [DOC-70], and the FTC elements from the Safeguards Rule guidance [DOC-36].
Figure C.1. Capability domains mapped to framework successors and the regulatory floor
	MATURITY DOMAIN

	NIST CSF 2.0 FUNCTION ALIGNMENT

	CISA CPGS

	CRI PROFILE

	NCUA PART 748 AND ISE

	FTC SAFEGUARDS MODEL


	A. Governance and oversight

	GOVERN, at the center of the framework

	Governance practices

	Governance diagnostic statements

	ISE board governance objective

	Program accountability, element (a) designated qualified individual


	B. Risk management

	IDENTIFY

	Baseline risk practices

	Risk assessment statements

	Risk focused examination scope

	Element (b) risk assessment


	C. Control implementation

	PROTECT

	Highest priority baseline actions

	Protection statements

	Safeguards adequacy objective

	Element (c) safeguards


	D. Security testing and validation

	Spans PROTECT and DETECT outcomes, effectiveness verified

	Testing aligned practices

	Testing and assurance statements

	Control adequacy evidence at examination

	Element (d), continuous monitoring or annual pentest plus semiannual scans plus test on material change


	E. Incident response

	RESPOND and RECOVER

	Response practices

	Response and recovery statements

	72 hour rule operational readiness

	Element (h) incident response plan


	F. Third party risk

	GOVERN and IDENTIFY supply chain outcomes

	Supply chain practices

	Third party statements

	Prong three readiness, vendor oversight

	Element (f) service provider oversight


	G. Regulatory posture

	GOVERN

	Cross cutting

	Compliance mapping

	The examination itself

	The rule as a whole


	H. Staffing and training

	GOVERN and PROTECT workforce outcomes

	Training practices

	Workforce statements

	Expertise sufficiency objective

	Element (e) staff training



Two features of the table carry weight beyond the mapping. Capability domain D is the only row whose regulatory language is explicitly about proving effectiveness rather than possessing capability, which is the cross reference form of the validation gate. And the FTC column describes the GLBA safeguards model generally rather than the rule credit unions are examined under, which is Part 748. It is included because the FTC text states that model in its most operational published form, as Chapter 4.4 sets out.
Appendix D. Continuous Validation Program Blueprint
D.1 The Reference Cycle
The program is the six step instruction CISA publishes, run as an operating rhythm rather than as a project, wrapped in the four verb decision workflow. Chapter 4.7 quotes the instruction in full (CISA AA23-325A [DOC-14]).
1. Scope. Inventory controls and the estate they protect, which is the level 2 artifact in maturity domain C. Include provider operated controls with contractual evidence rights.
2. Select techniques. Start from the Appendix A catalog, extending it with current advisories and telemetry each quarter.
3. Test. Simulate each technique against the aligned controls, prevention and detection separately, in production where safe and by inference where not, on the category distinction Chapter 5.4 draws.
4. Decide. Every result becomes Patch, Mitigate, Monitor, or Accept with Evidence, with a named owner and a date.
5. Fix. Route Patch and Mitigate items into existing change processes. Validation does not need its own remediation machinery.
6. Re-validate. Prove the fix closed the gap, and re-run on every material change. This is the step that separates a program from a report.
D.2 Cadence by Tier
Figure D.2. Validation cadence by tier
	TIER

	INTERNAL CADENCE

	PROVIDER EVIDENCE


	Tier 1 and 2

	Quarterly against the Appendix A catalog

	Annually


	Tier 3

	Quarterly across the full estate, monthly on the perimeter and identity

	Annually, with testing rights where negotiable


	Tier 4 and 5

	Continuous, with change triggered re-validation

	Annually or on the provider's own continuous cadence



Every tier re-baselines after a merger, a core conversion, or a reportable incident, which are the same triggers that require a Chapter 9 re-score.
D.3 Architectural Alignment
Institutions building toward zero trust can hang validation on the structure of CISA's Zero Trust Maturity Model, whose five pillars are Identity, Devices, Networks, Applications and Workloads, and Data, with Visibility and Analytics, Automation and Orchestration, and Governance as cross cutting capabilities (CISA Zero Trust Maturity Model v2 [DOC-15]). Validation is the evidence engine for all three cross cutting capabilities, since it feeds visibility with tested facts, is itself an automation candidate, and produces governance material as its output. One design test follows from that. Every pillar the institution claims progress on should have at least one validated technique result behind the claim.
D.4 Reporting Layers
Three outputs come from one evidence store. Engineering sees findings with dispositions and re-validation status. Management sees trend lines, time to decision, and the open Accept with Evidence register. The board sees the pack at Appendix E. The examiner and the insurer see whichever layer they ask for, unmodified, which is the assurance efficiency heading in Chapter 10 realized in practice.
Appendix E. Board Metrics Pack
E.1 Design Principles
A volunteer board governs most institutions in this sector, as Chapter 1.3 sets out, so the pack optimizes for decision relevance rather than technical completeness. It aligns with the board governance objective the NCUA examiner assesses (NCUA 2025 Resilience Report [DOC-65]) and with the governance principles of the current directors' handbook, whose six principles include treating cybersecurity as a strategic risk and adopting an enterprise framework for managing cyber risk (NACD Director's Handbook on Cyber-Risk Oversight [DOC-75]). Every metric below is producible from the Appendix D evidence store, and none requires work performed solely for reporting.
E.2 The Eight Metrics
Figure E.2. The board pack
	#

	METRIC

	DEFINITION

	CADENCE

	THE DECISION IT INFORMS


	1

	Institutional maturity level and trend

	Chapter 9 score with the validation gate applied, plotted across years

	Annual

	Strategy and budget envelope


	2

	Validated coverage

	Share of the Appendix A catalog tested in the past quarter, split prevention and detection

	Quarterly

	Whether the program is running


	3

	Technique performance

	Of techniques tested, share blocked and share detected, with trend

	Quarterly

	Where control investment goes


	4

	Time to decision

	Median days from validated finding to one of the four verbs

	Quarterly

	Whether findings become decisions


	5

	Re-validation closure

	Share of Patch and Mitigate items proven closed by re-test

	Quarterly

	Whether fixes actually land


	6

	Accept with Evidence register

	Count, age, and re-validation status of accepted risks

	Quarterly

	Risk appetite in practice


	7

	Provider evidence currency

	Share of critical providers with control performance evidence dated inside 12 months

	Semiannual

	Third party exposure and prong three readiness


	8

	Response readiness

	Date of last restore verification, last provider down exercise, and 72 hour contact test

	Semiannual

	Incident survivability



E.3 Presentation Rules
One page. Trends rather than snapshots. Every red cell arrives with an owner and the date it turns yellow. The pack is designed so that a board's questions follow from it without the board having to learn security, which is how the handbook's framework principle is satisfied, by security speaking in evidence a board can interrogate rather than by directors acquiring technical fluency (NACD [DOC-75]).
Appendix F. Vendor and CUSO Due Diligence Set
F.1 Why Questionnaires Are Not Enough
The third party assurance model most institutions run measures the wrong thing, and the survey data says so plainly. Nearly half of organizations believe their third party risk management programs are mature, pointing to standardized assessments, documented policies, and formal governance, yet organizations report an average of 12 third party breaches per year, and assessments routinely take four months or longer to complete, with 64 percent of large organizations reporting a four month or longer timeframe (ProcessUnity and Ponemon Institute, State of Third-Party Risk Assessments 2026, n=1,465 [DOC-79]). Set against the origination data, with at least 35.5 percent of breaches beginning at third parties (SecurityScorecard 2025 Global Third-Party Breach Report [DOC-91]) and 48 percent involving them (Verizon 2026 DBIR [DOC-101]), the questionnaire model measures paperwork velocity rather than provider security. The maturity criteria in domain F consequently stop crediting questionnaires at level 4, and this appendix supplies the replacement.
F.2 The Evidence Based Question Set
For every critical provider, meaning core, digital banking, payment processing, managed security, cloud hosting, and any CUSO touching member data, the diligence file answers the following in writing, with artifacts attached.
1. Incident notification. Does the contract obligate notification to the institution fast enough to meet its own 72 hour clock under prong three, which Chapter 4.1 sets out? What was the provider's actual notification performance in its last incident?
2. Control performance evidence. Can the provider produce dated results of technique level testing of the controls protecting this institution's data and services? Attestations and certifications name the frame, while evidence names the result.
3. Testing rights. Does the contract grant the institution or its designee the right to validate, whether directly or through the provider's own program with shared results?
4. Patch discipline on internet facing systems. What is the provider's stated and evidenced remediation window for KEV listed vulnerabilities on systems serving this institution? The sector's defining incident lived in exactly this gap, as Chapter 7.1 reconstructs.
5. Concentration and recovery. What is the provider's own dependency map, and what is the demonstrated rather than documented restoration capability for the services this institution consumes?
6. Subcontractor flow down. Do the obligations above flow to the provider's own critical vendors, which is the fourth party layer where ripple events propagate (RiskRecon and Cyentia, Ripples Across the Risk Surface 2025 [DOC-86])?
F.3 Contract Language Pattern
The renewal clause in plain form runs as follows. The provider will, at least annually and after any material change, supply dated evidence of security control performance against current adversary techniques relevant to the services provided, or grant the institution a right to conduct or commission such validation, and will notify the institution of reportable incidents within a window enabling the institution to meet its own regulatory obligations.
A small institution negotiating alone has little leverage to obtain that clause, which is why the collective model in Appendix L matters. Evidence requirements adopted league wide or through CUSO ownership stakes arrive as a sector norm rather than as a negotiation each institution conducts by itself.
Appendix G. Glossary
	Accept with Evidence. The fourth decision verb, a documented risk acceptance carrying dated validation evidence supporting the decision. 
	ACET. Automated Cybersecurity Evaluation Toolbox, the NCUA's voluntary maturity self assessment tool [DOC-65]. 
	ATT&CK. MITRE's knowledge base of adversary tactics and techniques, and the shared vocabulary for technique level testing. 
	BAS. Breach and attack simulation, technology that continuously tests whether deployed controls block and detect current attacker techniques. 
	Breakout time. The time from initial access to lateral movement within a victim environment. 
	CIRCIA. The Cyber Incident Reporting for Critical Infrastructure Act of 2022, whose reporting obligations attach upon the effectiveness of its final rule [DOC-09]. 
	Complex credit union. The NCUA designation for institutions above $500 million in assets, which is this book's Tiers 3 to 5 [DOC-71]. 
	CPGs. CISA's Cybersecurity Performance Goals, voluntary highest priority baseline practices [DOC-10]. 
	CRI Profile. The Cyber Risk Institute's financial sector framework, and an FFIEC CAT successor [DOC-34]. 
	CUSO. Credit union service organization, a cooperative entity through which institutions share services and technology. 
	Dwell time. The number of days an adversary is present before detection. 
	FICU. Federally insured credit union. 
	Four verbs. Patch, Mitigate, Monitor, and Accept with Evidence, the complete set of defensible dispositions for a validated exposure. 
	ISE. The NCUA's Information Security Examination program [DOC-65]. 
	KEV. CISA's Known Exploited Vulnerabilities catalog, listing vulnerabilities with confirmed exploitation in the wild. 
	Prong three. The NCUA rule's third reportable incident category, covering compromise or disruption via a third party with a relationship to the institution [DOC-70]. 
	Ripple event. A multi party incident propagating from one organization to others [DOC-86]. 
	Validation gate. The Chapter 9 scoring rule capping overall maturity at the testing and validation domain score plus one. 
	Validation loop. Validate, decide, fix, re-validate, the operating rhythm of a continuous validation program. 
	ZTMM. CISA's Zero Trust Maturity Model, comprising five pillars with three cross cutting capabilities [DOC-15]. 


Appendix H. Chronological Incident and Advisory Reference
The table carries dated events only, each attributed to its own source, consolidated from Chapters 4, 6, and 7 for lookup use. Where a source establishes only the year, only the year appears.
Figure H.1. Chronological reference of dated events, with sources
	DATE

	EVENT

	SOURCE


	Since 2016

	BeagleBoyz perpetrate the FASTCash scheme against retail payment infrastructure, publicly identified October 2018

	CISA AA20-239A [DOC-07]


	2020

	CISA publishes AA20-239A, FASTCash 2.0

	CISA [DOC-07]


	2020 to 2021

	TA505 zero day campaigns against Accellion FTA devices

	CISA AA23-158A [DOC-12]


	February 2022

	CISA and partners publish AA22-040A on globalized 2021 ransomware trends

	CISA [DOC-08]


	March 2022

	CIRCIA signed into law

	CISA fact sheet [DOC-09]


	September 2022

	The LockBit 3.0 builder is leaked publicly

	Symantec [DOC-98]


	February 16, 2023 board action, published March 1, 2023

	NCUA cyber incident notification final rule, Federal Register publication

	Rule text [DOC-70], Federal Register [DOC-37]


	2023

	CISA publishes AA23-075A, StopRansomware LockBit 3.0

	CISA [DOC-11]


	2023

	Cl0p exploits CVE-2023-34362 in MOVEit Transfer, LEMURLOOT web shell campaign

	CISA AA23-158A [DOC-12]


	May 2023

	Last NetScaler patches applied at Ongoing Operations per public reporting

	DoublePulsar [DOC-29]


	As early as August 2023

	Exploitation of CVE-2023-4966 identified in the wild

	CISA AA23-325A [DOC-14]


	September 1, 2023

	NCUA 72 hour reporting requirement effective

	Rule text [DOC-70], NCUA letter [DOC-67]


	October 10, 2023

	Citrix publicly discloses CVE-2023-4966 with guidance

	CISA AA23-325A [DOC-14]


	November 2023

	NYDFS Second Amendment to 23 NYCRR 500 text

	NYDFS [DOC-74]


	November 2023

	CISA publishes AA23-320A, Scattered Spider, original version

	CISA [DOC-13]


	November 21, 2023

	CISA and partners publish AA23-325A, Citrix Bleed, with Boeing contributed indicators

	CISA [DOC-14]


	December 2, 2023

	Just over 60 credit unions reported offline due to ransomware at Ongoing Operations

	DoublePulsar [DOC-29]


	January 2024

	The Arup deepfake incident, 15 transfers totaling roughly $25.6 million

	Lawley [DOC-60]


	February 26, 2024

	NIST publishes CSF 2.0

	NIST [DOC-72]


	During 2024

	Sanctions against LockBit imposed by the United States, United Kingdom, and Australia

	GuidePoint [DOC-48]


	September 2024

	FFIEC members announce the CAT sunset plan

	per FDIC [DOC-34]


	Late 2024

	LockBit experiences significant disruption and fails to rebuild

	Symantec [DOC-98]


	May 1, 2024 to April 30, 2025

	NCUA reported incident window, 539 incidents, none systemic

	NCUA [DOC-65]


	January 17, 2025

	DORA applies in the EU

	Regulation text [DOC-31]


	Q1 2025

	Scattered Spider abandons RansomHub for DragonForce, attack surge follows

	Resilience [DOC-85]


	April 2025

	RansomHub shuts down

	Symantec [DOC-98]


	April 15, 2025

	CRI issues Profile v2.1 and maturity model

	per FDIC [DOC-34]


	July 29, 2025

	CISA updates AA23-320A, Scattered Spider deploying DragonForce

	CISA [DOC-13]


	August 31, 2025

	FFIEC CAT sunset date

	per FDIC [DOC-34]


	2025

	Cl0p Oracle E-Business Suite zero day extortion campaign

	Chainalysis [DOC-16]


	2025

	Qilin posts 1,044 victims, the most prolific tracked group

	GuidePoint [DOC-48]


	Q4 2025

	Record 2,287 observed ransomware victims in a single quarter, LockBit 5.0 resurgence with 106 victims in December

	GuidePoint [DOC-48]


	March 31, 2026

	NCUA sector figures as of this date anchor this edition

	NCUA Q1 2026 [DOC-71]



Appendix I. Quick Reference Tables
These tables collect the book’s perishable figures in one place, stated as of this edition. Every figure appears in Chapters 1 to 10 with full context; this appendix consolidates the verified values for lookup without re-reading the argument, and it adds nothing new.
I.1 Sector Structure, as of Q1 2026
Figure I.1. Quick reference, sector structure as of Q1 2026
	MEASURE

	VALUE


	Federally insured credit unions

	4,250, comprising 2,672 federal and 1,578 state chartered


	Year over year change

	Down 161 from 4,411


	Members

	145.8 million


	Total assets

	$2.48 trillion, up $117 billion or 4.9 percent


	Total loans

	$1.73 trillion


	Complex institutions, over $500 million

	748, holding $2,170.6 billion and 123.5 million members


	Small institutions, under $100 million

	2,466, holding $74.3 billion and 6.6 million members


	Low income designated

	2,379, or 56 percent


	Net income, annualized

	$20.4 billion, up 30.5 percent


	Net worth ratio

	11.24 percent


	Incidents reported under the 72 hour rule

	539, May 1 2024 to April 30 2025, none systemic [DOC-65]



Source, NCUA Quarterly Credit Union Data Summary 2026 Q1 [DOC-71] except where noted.
I.2 Threat Landscape
Figure I.2. Quick reference, threat landscape figures
	MEASURE

	VALUE

	SOURCE


	Leading initial access vector

	Exploitation of vulnerabilities, 31 percent of breaches, up from 20 percent

	Verizon DBIR 2026 [DOC-101]


	Credential abuse share

	13 percent, down from 22 percent, with pretexting newly tracked separately at 6 percent

	Verizon DBIR 2026 [DOC-101]


	Third party involvement

	48 percent of breaches, up 60 percent year over year

	Verizon DBIR 2026 [DOC-101]


	Third party origination floor

	At least 35.5 percent of 2024 breaches

	SecurityScorecard [DOC-91]


	KEV critical remediation

	26 percent fully remediated, median 43 days

	Verizon DBIR 2026 [DOC-101]


	Human element

	62 percent of breaches

	Verizon DBIR 2026 [DOC-101]


	Malware free detections

	82 percent, against 51 percent in 2020

	CrowdStrike 2026 [DOC-22]


	Average eCrime breakout

	29 minutes, 65 percent faster, fastest 27 seconds, exfiltration in as little as 4 minutes

	CrowdStrike 2026 [DOC-22]


	Median dwell time

	14 days, up from 11

	Mandiant M-Trends 2026 [DOC-61]


	Public app exploitation

	Up 44 percent, 40 percent of X-Force cases

	IBM X-Force 2026 [DOC-51]


	Financial sector DBIR cut

	3,809 incidents, 1,300 breaches, external actors 88 percent, financial motive 98 percent, human element 65 percent, third party 34 percent

	Verizon DBIR 2026 [DOC-101]


	U.S. cybercrime reported losses

	$20.877 billion, up 26 percent, across 1,008,597 complaints, averaging $20,699

	IC3 2025 [DOC-53]


	BEC losses

	$3.047 billion across 24,768 complaints

	IC3 2025 [DOC-53]


	Deepfake attack growth

	Over 1,300 percent in one year, with contact center fraud at 1 in 599 calls, a six year high

	Pindrop 2025 [DOC-78]



I.3 Ransomware Economics
Figure I.3. Quick reference, ransomware economics figures
	MEASURE

	VALUE

	SOURCE


	Victims posted, 2025

	7,515 across 124 groups, averaging 20.6 daily

	GuidePoint GRIT 2026 [DOC-48]


	Leak site attacks, 2025, a separate series not to be merged with the above

	4,737, up 0.8 percent, the highest recorded

	Symantec 2026 [DOC-98]


	Payment rate

	23 percent in Q1 2026, against 77 percent in 2019

	Coveware [DOC-21]


	Average and median payments

	$680,000 average, up 15 percent, and $300,000 median, down 7 percent

	Coveware Q1 2026 [DOC-21]


	Victim survey medians, a separate series

	Demand $1,324,439, down 34 percent, and payment $1 million, down 50 percent, n=3,400

	Sophos 2025 [DOC-94]


	On chain payments

	Over $820 million in 2025, down 8 percent from $892 million

	Chainalysis 2026 [DOC-16]


	Encryption rate

	50 percent, a six year low, from 70 percent, n=3,400

	Sophos 2025 [DOC-94]


	Recovery within a week

	53 percent, up from 35 percent, n=3,400

	Sophos 2025 [DOC-94]


	Recovery cost excluding ransom

	$1.53 million average, down 44 percent, n=3,400

	Sophos 2025 [DOC-94]


	Exfiltration volume

	Up 92.7 percent across ten major families

	Zscaler 2025 [DOC-105]



I.4 Workforce and Operations
Figure I.4. Quick reference, workforce and operations figures
	MEASURE

	VALUE

	SOURCE


	Understaffed teams

	55 percent, rising to 62 percent at 500 to 4,999 employees, n=3,812

	ISACA 2025 [DOC-54]


	Entry level fill time

	38 percent report three to six months, 13 percent over six, n=3,812

	ISACA 2025 [DOC-54]


	Role stress

	66 percent more stressful than five years ago, n=3,812

	ISACA 2025 [DOC-54]


	Alert burden

	59 percent too many alerts, 55 percent false positives, 46 percent lacking context, n=2,058

	Splunk 2025 [DOC-95]


	Around the clock SOC coverage

	79 percent of SOCs

	SANS SOC Survey 2025 [DOC-88]


	Detection coverage assessment

	57 percent actively assess, of whom 78 percent use ATT&CK, while only 17 percent regularly benchmark

	SANS Detection and Response Survey 2025 [DOC-87]


	Machine identities

	Over 80 per human identity, and 96 to 1 in finance, n=2,600

	CyberArk 2025 [DOC-23]


	CISO expectation of material attack

	76 percent within 12 months, n=1,600

	Proofpoint 2025 [DOC-80]


	Prepared victims, before and after attack

	69 percent believed prepared, with confidence falling more than 20 percent, n=1,300

	Veeam 2025 [DOC-100]



I.5 Cost, Spend, and Insurance
Figure I.5. Quick reference, cost, spend, and insurance figures
	MEASURE

	VALUE

	SOURCE


	Global average breach cost

	$4.44 million, the first decline in five years

	IBM Cost of a Data Breach 2025 [DOC-50]


	U.S. average breach cost

	$10.22 million, up 9 percent, a regional record

	IBM Cost of a Data Breach 2025 [DOC-50]


	Financial industry average

	$5.56 million, from $6.08 million

	IBM Cost of a Data Breach 2025 [DOC-50]


	Breach lifecycle

	241 days, a nine year low, from the 287 day 2021 peak

	IBM Cost of a Data Breach 2025 [DOC-50]


	AI and automation savings

	$1.9 million with extensive use, while shadow AI adds $670,000

	IBM Cost of a Data Breach 2025 [DOC-50]


	Small and medium enterprise incident cost

	$264,000 average, n=8,936, with crisis services at $152,000, n=4,712

	NetDiligence 2025 [DOC-76]


	Incident probability trend

	Almost quadrupled since 2008, and doubled for firms under $1 billion

	Cyentia IRIS 2025 [DOC-25]


	Typical loss trend

	Median up fifteenfold to almost $3 million, revenue proportion up eightfold

	Cyentia IRIS 2025 [DOC-25]


	Security spend

	$213 billion in 2025, $240 billion projected for 2026

	Gartner [DOC-43]


	Long horizon spend

	Toward $1 trillion annually by 2031 at 15 percent growth

	Cybersecurity Ventures [DOC-24]


	BAS market

	$894.5 million in 2025 to $6.588 billion by 2035, a 22.1 percent CAGR

	Market Research Future [DOC-62]


	Cyber insurance direct written premium

	$9.14 billion in 2024, the first ever decline, down 7 percent, with claims up almost 40 percent

	NAIC 2025 [DOC-64]



Appendix J. Anticipated Objections and the Evidence
These are the objections a careful reader of this book should raise. Each receives the strongest honest form of the counter evidence first, and then the argument past it. Suppressing the counter data would be easier and less credible.
"Global breach costs just fell, and recovery is improving, so maybe the industry is winning without new spend."True on both counts. The global average declined for the first time in five years (IBM Cost of a Data Breach 2025 [DOC-50]) and 53 percent of ransomware victims now recover within a week, up from 35 percent (Sophos 2025, n=3,400 [DOC-94]). But the U.S. average hit a record $10.22 million in the same dataset [DOC-50], while incident probability for organizations under $1 billion doubled and losses as a share of revenue rose eightfold (Cyentia IRIS 2025 [DOC-25]), which is precisely the size class this sector occupies. The industry averages are improving where evidence practices concentrate, and the argument is to join that cohort rather than to free ride on it.
"We already do an annual penetration test." Good, and it should continue, since it satisfies the fallback path in the FTC model (FTC Safeguards Rule guidance [DOC-36]). The gap is temporal and scopal. Findings age daily against a 29 minute breakout time (CrowdStrike 2026 [DOC-22]), the test samples paths rather than measuring the estate, and the sector's defining incident ran through a vulnerability disclosed and weaponized inside the interval between two annual tests, on the timeline Chapter 7.1 sets out. The comparison in Chapter 5.6 is the full answer.
"We're too small to be targeted." The data says targeting is opportunistic rather than size based. Attackers select from exposed services and fresh disclosures (Chainalysis 2026 [DOC-16]), Ephemeral groups disproportionately hit Banking and Finance victims (GuidePoint GRIT 2026 [DOC-48]), and small institutions inherit large institution exposure through shared providers, with more than 60 credit unions going offline through one provider's two appliances (DoublePulsar [DOC-29]). Being small changes the blast radius math rather than the probability math, and the probability for small firms doubled (Cyentia IRIS 2025 [DOC-25]).
"Our core provider handles security." The provider handles its controls while the institution holds the accountability. Prong three makes a provider's incident the credit union's reportable incident (NCUA rule text [DOC-70]), and the examiner assesses the institution's oversight rather than the provider's marketing (NCUA 2025 Resilience Report [DOC-65]). Third party risk programs that feel mature still average 12 third party breaches a year (ProcessUnity and Ponemon 2026, n=1,465 [DOC-79]). The answer is not distrust but the evidence set at Appendix F, which substitutes evidence for attestation.
"We don't have the staff to run a validation program." The staffing constraint is real, with 55 percent of teams understaffed and months required to fill roles (ISACA 2025, n=3,812 [DOC-54]). That is an argument for the program rather than against it, because evidence generation that depends on particular people does not survive this sector's vacancies, as Chapter 3.1 sets out, and automated validation is the substitution of machine cadence for headcount that the constraint demands. The tier playbooks price the smallest viable version, and playbook B1 requires almost no new headcount.
"Vendors always say their category is the answer." They do, and the author of this book works in the category it recommends, which is why the argument is built to be checked rather than believed. The document states the failure mode of its own recommendation, that an unresourced validation program becomes another telemetry source, as Chapter 5.6 sets out. It prices the cadence owner into every business case, per Chapter 10.5. It reports the evidence that runs against its thesis wherever the sources contain it, most prominently in Chapter 5.3. And it rests the central claim on CISA's instruction rather than on any vendor's, to test controls continually, at scale, in production, against named techniques (CISA AA23-325A [DOC-14]).
Appendix K. Methodology
Sourcing. Every factual claim traces to a numbered source. 106 documents were reviewed and indexed DOC-01 to DOC-106 in stable alphabetical order; 77 of them are cited in this edition, and the source register resolves every cited token to its full entry. The numbering does not change across editions and refresh cycles. The citation format names the source and the document, and preserves chains where one source cites another. The most recent edition of each recurring source is used throughout.
Sample discipline. Survey derived claims carry their sample size at every point of use rather than only in this appendix. Respondent skew caveats travel with the citation wherever the source states one, the two most consequential being the enterprise skew in the Wiz budget survey and the asset band composition of the Cornerstone respondent base.
Precision rules. Dates and rankings state only what a single source sentence supports. Multi date timelines attribute each date to its own event rather than compressing a sequence into one causal claim. Cost ranks and frequency ranks are never interconverted. And conflicting series, including the two ransomware victim counts and the two payment medians, are carried in parallel with the basis of each stated, because merging them would produce a figure describing neither.
Gap handling. Where no available source establishes a figure, the book states plainly that it declines to assert one and names the sourcing route that would close the gap, rather than estimating. The eight standing gaps are collected in the closing synthesis.
Verification. Each drafting pass closed with a numeric and date check of every claim against source text, with corrections logged rather than silently applied. Three advisory publication months initially derived from advisory identifier numbering rather than source text were reduced to the year or removed. The Appendix A catalog lists only technique codes verified in advisory text, and the two campaign chains without verified codes are labelled as such rather than assigned codes from memory.
Interest disclosure. The author of this book works in the security validation industry, which is the category its recommendations favor. Three practices are intended to make the argument checkable rather than asking for trust. The document names the failure mode of its own recommendation. It reports the evidence that runs against its thesis wherever the sources contain it, most prominently in Chapter 5.3 and Appendix J. And it rests its central claim on published CISA instruction and the text of federal rules rather than on any vendor's characterization of them.
Appendix L. Sector Collective Defense Playbook
L.1 The Structural Insight
This sector already runs cooperation as infrastructure, with FS-ISAC and NCU-ISAO for intelligence, Sheltered Harbor for catastrophic recovery, CISA's free services with more than 300 institutions enrolled, and CUSOs for shared operations (NCUA 2025 Resilience Report [DOC-65]). What the cooperative layer shares today is mostly information about threats. What it is structurally positioned to share, and mostly does not yet, is evidence about defenses. A technique validated once against a common core platform configuration is a tested fact usable by every institution on that platform, which means the sector's concentration, its greatest risk, is also its greatest force multiplier for proof.
L.2 The Four Plays
1. Shared validation content. Institutions and leagues contribute sanitized technique test definitions and results for common platforms through existing information sharing channels, converting each member's testing spend into sector coverage. Level 4 and 5 institutions lead under playbook B5, while Tier 1 institutions consume.
2. Collective evidence requirements. The Appendix F contract clause adopted league wide or through CUSO governance stakes, so that provider evidence obligations arrive as a sector norm rather than as a negotiation each small institution conducts alone and loses.
3. Pooled validation services. Leagues or CUSOs operate validation as a shared service for Tier 1 and 2 members, which is the same mutualization the sector already applies to core processing and compliance, priced at the level the B1 and B2 playbooks assume.
4. Joint exercises on the defining scenario. The provider down, members harmed scenario exercised jointly between a provider and a cohort of its credit unions, which converts prong three from a reporting obligation into a rehearsed capability.
L.3 Why This Holds to 2031
Every scenario in Chapter 8 rewards the same cooperative moves. In the optimistic bound shared evidence is the mechanism of sector improvement. In the base case it is what lets small institutions afford the validated side of the bifurcation. In the pessimistic bound it is the pre-purchased damage limit. The credit union movement's founding wager was that small institutions pooling resources could match capabilities otherwise reserved for scale. Applied to proof rather than to processing, the wager still pays.
Source Register
Every citation in this book carries a token in the form [DOC-nn]. The token indexes a corpus of 106 source documents, numbered DOC-01 to DOC-106 in alphabetical order of source file, and the numbering is stable: a token cited in this edition resolves to the same source in every edition. The register below lists the 77 sources cited in this edition; index numbers that do not appear belong to corpus documents consulted but not cited. Each entry gives the publishing organization, the document title, and its publication year where the document states one.
DOC-01 Abnormal Security. Read, Replied, Compromised: Data Reveals 44% Engagement Rate with VEC Attacks. 2025.
DOC-02 Anthropic. Threat Intelligence Report: August 2025. 2025.
DOC-07 CISA and partner agencies. FASTCash 2.0: North Korea’s BeagleBoyz Robbing Banks. Joint Cybersecurity Advisory AA20-239A. 2020.
DOC-08 CISA and partner agencies. 2021 Trends Show Increased Globalized Threat of Ransomware. Joint Cybersecurity Advisory AA22-040A. 2022.
DOC-09 CISA. Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA) Fact Sheet. 2022.
DOC-10 CISA. Cybersecurity Performance Goals 2.0 (CPG 2.0). Updated December 11, 2025.
DOC-11 CISA and partner agencies. #StopRansomware: LockBit 3.0. Joint Cybersecurity Advisory AA23-075A. 2023.
DOC-12 CISA and partner agencies. #StopRansomware: CL0P Ransomware Gang Exploits CVE-2023-34362 MOVEit Vulnerability. Joint Cybersecurity Advisory AA23-158A. 2023.
DOC-13 CISA and partner agencies. Scattered Spider. Joint Cybersecurity Advisory AA23-320A. Updated 2025.
DOC-14 CISA and partner agencies. #StopRansomware: LockBit 3.0 Ransomware Affiliates Exploit CVE-2023-4966 Citrix Bleed Vulnerability. Joint Cybersecurity Advisory AA23-325A. 2023.
DOC-15 CISA. Zero Trust Maturity Model, Version 2.0. 2023.
DOC-16 Chainalysis. The 2026 Crypto Crime Report. 2026.
DOC-17 Cisco. State of AI Security 2026. 2026.
DOC-18 Coalition. Cyber Claims Report 2026. 2026.
DOC-19 Cornerstone Advisors. What’s Going On in Banking 2025: Happy(er) Days Are Here Again. 2025.
DOC-21 Coveware. Inside the Economics of Cyber Extortion, Q1 2026. 2026.
DOC-22 CrowdStrike. 2026 Global Threat Report. 2026.
DOC-23 CyberArk. 2025 Identity Security Landscape. 2025.
DOC-24 Cybersecurity Ventures. 2026 Cybersecurity Market Report, Q4 2025. 2025.
DOC-25 Cyentia Institute. Information Risk Insights Study (IRIS) 2025: It’s About Time. 2025.
DOC-29 Kevin Beaumont, DoublePulsar. What It Means: CitrixBleed Ransomware Group Woes Grow as over 60 Credit Unions, Hospitals, Financial Services and More Breached in US. 2023.
DOC-30 European Union. Directive (EU) 2022/2556 of the European Parliament and of the Council. Official Journal L 333/153. 2022.
DOC-31 European Union. Regulation (EU) 2022/2554 on Digital Operational Resilience for the Financial Sector (DORA). Official Journal L 333/1. 2022.
DOC-32 Future of Life Institute. High-Level Summary of the AI Act. 2024.
DOC-34 Federal Deposit Insurance Corporation. 2025 Report on Cybersecurity and Resilience. 2025.
DOC-36 Federal Trade Commission. FTC Safeguards Rule: What Your Business Needs to Know. Business guidance. December 2024.
DOC-37 Federal Register. Cyber Incident Notification Requirements for Federally Insured Credit Unions, 12 CFR Part 748, Final Rule. Vol. 88, No. 40, March 1, 2023.
DOC-38 Fortinet. 2025 Cybersecurity Skills Gap Global Research Report. 2025.
DOC-40 GSMA. PQ.05: Post Quantum Cryptography for 5G Roaming. 2025.
DOC-43 Gartner. Gartner Forecasts Worldwide End-User Spending on Information Security to Total $213 Billion in 2025. Press release, July 29, 2025.
DOC-44 Gartner. Gartner Forecasts Worldwide IT Spending to Grow 10.8% in 2026, Totaling $6.15 Trillion. Press release, February 3, 2026.
DOC-45 Google Threat Intelligence Group. GTIG AI Threat Tracker: Advances in Threat Actor Usage of AI Tools. 2025.
DOC-47 Google Cloud. Cybersecurity Forecast 2026. 2026.
DOC-48 GuidePoint Security. 2026 Ransomware and Cyber Threat Report (GRIT Annual). 2026.
DOC-50 IBM. Cost of a Data Breach Report 2025. 2025.
DOC-51 IBM. X-Force Threat Intelligence Index 2026. 2026.
DOC-53 FBI Internet Crime Complaint Center. 2025 IC3 Annual Report. 2026.
DOC-54 ISACA. State of Cybersecurity 2025: Global Update on Workforce Efforts, Resources, and Cybersecurity Operations. 2025.
DOC-55 ISC2. 2025 Cybersecurity Workforce Study: Cybersecurity Professionals Navigate Evolving Workplaces While Seizing New Opportunities. 2025.
DOC-56 IT-Harvest. 2025 State of Cyber, H1. 2025.
DOC-60 Lawley. Case Study: $25 Million Deepfake Scam Sends a Wake-Up Call to Corporate Cybersecurity. 2024.
DOC-61 Mandiant (Google Cloud). M-Trends 2026. 2026.
DOC-62 Market Research Future. Breach and Attack Simulation Market Research Report, Global Forecast till 2035. Updated August 8, 2026.
DOC-64 National Association of Insurance Commissioners. Report on the Cybersecurity Insurance Market. 2025.
DOC-65 National Credit Union Administration. 2025 Cybersecurity and Credit Union System Resilience Report. 2025.
DOC-66 National Credit Union Administration. Cyber Incident Notification Requirements: Update to Letter 23-CU-07. Updated January 2025.
DOC-67 National Credit Union Administration. Cyber Incident Notification Requirements, Letter to Credit Unions 23-CU-07. 2023.
DOC-68 National Credit Union Administration. NCUA’s 2025 Supervisory Priorities. 2025.
DOC-69 National Credit Union Administration. NCUA’s 2026 Supervisory Priorities. 2026.
DOC-70 National Credit Union Administration. Cyber Incident Notification Requirements for Federally Insured Credit Unions, Final Rule, 12 CFR Part 748. 2023.
DOC-71 National Credit Union Administration. Quarterly Credit Union Data Summary, 2026 Q1. 2026.
DOC-72 National Institute of Standards and Technology. The NIST Cybersecurity Framework (CSF) 2.0, CSWP 29. 2024.
DOC-73 National Institute of Standards and Technology. Status Report on the Fourth Round of the NIST Post-Quantum Cryptography Standardization Process, NIST IR 8545. 2025.
DOC-74 New York State Department of Financial Services. Second Amendment to 23 NYCRR 500, Cybersecurity Requirements for Financial Services Companies. 2023.
DOC-75 National Association of Corporate Directors. Director’s Handbook on Cyber-Risk Oversight, Fifth Edition. 2026.
DOC-76 NetDiligence. Cyber Claims Study 2025. 2025.
DOC-78 Pindrop. 2025 Voice Intelligence and Security Report. 2025.
DOC-79 ProcessUnity. State of Third-Party Risk Assessments 2026: The Cost of the Maturity Gap. 2026.
DOC-80 Proofpoint. 2025 Voice of the CISO. 2025.
DOC-84 Red Canary. 2026 Threat Detection Report. 2026.
DOC-85 Resilience. Midyear Cyber Risk Report 2025. 2025.
DOC-86 RiskRecon (Mastercard) and Cyentia Institute. Ripples Across the Risk Surface 2025. 2025.
DOC-87 SANS Institute. 2025 Detection and Response Survey: Unseen Threats Have Security Teams Rethinking Detection. 2025.
DOC-88 SANS Institute. SOC Survey 2025. 2025.
DOC-89 SISA. Payment Intelligence Report 2026: Fraud and Scam Landscape. 2026.
DOC-91 SecurityScorecard. 2025 Global Third-Party Breach Report: From Ratings to Resilience. 2025.
DOC-94 Sophos. The State of Ransomware 2025. 2025.
DOC-95 Splunk. State of Security 2025. 2025.
DOC-96 SpyCloud. 2025 Identity Threat Report. 2025.
DOC-97 SpyCloud. The Identity Security Reckoning: 2025 Lessons, 2026 Predictions. 2026.
DOC-98 Symantec and Carbon Black (Broadcom). Ransomware 2026: New Actors and Threats Emerge as the Threat Landscape Evolves. 2026.
DOC-99 Trend Micro. 70% of SOC Teams Emotionally Overwhelmed by Security Alert Volume. Press release, May 25, 2021.
DOC-100 Veeam. From Risk to Resilience: 2025 Ransomware Trends and Proactive Strategies. 2025.
DOC-101 Verizon. 2026 Data Breach Investigations Report. 2026.
DOC-103 Wiz. The 2026 CISO Budget Benchmark. 2026.
DOC-104 World Economic Forum, in collaboration with Accenture. Global Cybersecurity Outlook 2026. 2026.
DOC-105 Zscaler. ThreatLabz 2025 Ransomware Report. 2025.
About the Author
Hüseyin Can Yüceel is a cybersecurity researcher whose work centers on the question this book applies to the United States credit union sector: whether deployed security controls can be shown to work against the techniques adversaries currently use. His published research spans adversary emulation, ransomware campaigns, MITRE ATT&CK based threat analysis, and annual industry studies of prevention and detection effectiveness drawn from thousands of production environments. He holds a BSc in electrical and electronics engineering and an MSc in cyber security, both from Middle East Technical University, and holds the Certified Information Systems Security Professional (CISSP) and Offensive Security Certified Professional (OSCP) certifications. His writing and research are collected at https://hcanyuceel.github.io.
About Picus
Picus Security, a leading exposure validation company, proves what attackers can exploit and what your defenses stop, then closes real gaps with ready-to-deploy fixes and re-validates to confirm, at the machine speed today's AI threats demand. The Picus Platform spans Breach and Attack Simulation, Autonomous Penetration Testing and Exposure Validation, unified by Picus Swarm, a swarm of AI agents that runs the whole validation loop continuously with human oversight. With 75+ integrations, it reaches across on-prem, hybrid cloud, and endpoint environments.
Trusted by many Fortune 500 enterprises, Picus was named a 2025 Gartner Peer Insights Customers' Choice for Adversarial Exposure Validation and is recognized as an Innovation Leader in the Frost Radar for Automated Security Validation.
picussecurity.com
Ⓒ Picus Security. All Rights Reserved. All other product names, logos and brands are the property of their respective owners in the United States and/or other countries.
OEBPS/nav.xhtml

        
            Table of Contents


            
                		
                    Content
                


            


        
    

