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SECURITY CONTROL VALIDATION ATTACK MODULES OVERVIEW

COMPREHENSIVELY ASSESS YOUR DEFENSES BY SIMULATING THREATS 
ACROSS THE CYBER ATTACK LIFECYCLE

By choosing Picus Security Control Validation, get the functionality you need to validate your 
organization’s security controls against the latest threats.

Individually licensable attack modules integrate together seamlessly to provide the end-to-end  
capability required to simulate threats, validate effectiveness, and mitigate gaps - safely, simply
and continuously.

With Picus SCV, test your security controls against an ever-expanding library of 
3,800+ threats and 19,000+ actions* 

*Each threat consists of one or multiple actions. An action corresponds to a specific procedure required for a threat to achieve an objective.
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Notes
• Attack modules for prevention 
  and detection are licensed 
  separately.

• Attack modules for prevention 
  controls include generic 
  mitigation insights as standard.  
  Vendor-specific mitigation 
  recommendations require an 
  additional license per technology.

• Vendor-specific mitigation 
  insights for detection controls are 
  available for attacks included as 
  part of Picus SCV’s Endpoint 
  Attack Module.

COMPLETE SECURITY VALIDATION VIA A SINGLE 
UNIFIED PLATFORM
Whatever your security control validation needs, Picus Security Control 
Validation provides the functionality and flexibility you require.

Individually licensable attack modules enable you to create a custom solution 
aligned to the types of threats you want to simulate and the controls you have
in place.

Picus SCV intutive user interface and single pane of glass view makes it easy to 
schedule simulations, view assessment results, and obtain recommendations to 
mitigate prevention and detection gaps.

Schedule assessments and view results via a single pane of glass

TAILORED TO YOUR VALIDATION NEEDS^
Choose Picus Security Control Validation Attack Modules you require based on 
the security controls they support.

• Firewalls and Next-Gen Firewalls (NGFW)
• Web Application firewalls (WAF)
• Intrusion Prevention Systems (IPS)
• Data Loss Prevention (DLP)
• Secure Web Gateways (SWG)
• Secure Email Gateway (SEG)
• Endpoint Protection Platforms (EPP)
• Antivirus (AV)

• Email Sandbox (ES)
• Network Sandbox (NS)
• Email Server (ESR)
• URL Isolation (URL)
• Endpoint Detection and Response (EDR)
• Network intrusion Detection System (NIDS)
• Host-based Intrusion Prevention System (HIPS)
• Security Incident and Event Management (SIEM)

KEY

Latest Threat Library
Updates Included

To keep your security controls 
optimized, all Picus Attack 
modules include access to the 
latest threats as soon as they are 
added to the Picus Threat Library*
*Threats available to simulate are 
dependent upon the Picus Attack Modules 
licensed.
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