
‭Information‬‭on‬‭Data‬‭Subject‬‭Rights‬‭under‬‭General‬‭Data‬‭Protection‬
‭Regulation (GDPR)‬
‭Your‬ ‭personal‬ ‭data‬ ‭may‬ ‭be‬ ‭processed‬ ‭by‬ ‭Picus‬ ‭Security‬ ‭Inc.‬ ‭(“Company”)‬ ‭as‬ ‭the‬ ‭data‬ ‭controller‬ ‭in‬

‭accordance‬ ‭with‬ ‭the‬ ‭General‬ ‭Data‬ ‭Protection‬ ‭Regulation‬ ‭(GDPR).‬ ‭In‬ ‭accordance‬ ‭with‬‭the‬‭General‬‭Data‬

‭Protection‬ ‭Regulation‬ ‭(GDPR),‬ ‭individuals‬ ‭whose‬ ‭personal‬ ‭data‬ ‭is‬ ‭processed‬‭(hereinafter‬‭referred‬‭to‬‭as‬

‭"Data Subjects") are entitled to exercise certain rights concerning the processing of their personal data.‬

‭Data‬ ‭Subjects‬ ‭may‬ ‭exercise‬ ‭the‬ ‭following‬ ‭rights‬ ‭by‬ ‭submitting‬ ‭a‬ ‭request‬ ‭through‬ ‭one‬ ‭of‬ ‭the‬ ‭methods‬

‭specified below, in line with GDPR and applicable regulations:‬

‭●‬ ‭To confirm whether or not personal data concerning them is being processed,‬

‭●‬ ‭To‬ ‭access‬ ‭their‬ ‭personal‬ ‭data‬ ‭and‬ ‭obtain‬ ‭information‬ ‭about‬ ‭the‬ ‭purposes‬ ‭of‬ ‭processing,‬ ‭the‬

‭categories of personal data concerned, and the recipients to whom the data has been disclosed,‬

‭●‬ ‭To request rectification of inaccurate or incomplete personal data,‬

‭●‬ ‭To‬ ‭request‬ ‭the‬ ‭erasure‬ ‭of‬ ‭personal‬ ‭data‬ ‭("right‬ ‭to‬ ‭be‬ ‭forgotten")‬ ‭where‬ ‭the‬ ‭legal‬ ‭basis‬ ‭for‬

‭processing no longer exists,‬

‭●‬ ‭To restrict processing of personal data under certain circumstances,‬

‭●‬ ‭To‬ ‭object‬ ‭to‬ ‭the‬ ‭purpose‬ ‭of‬ ‭processing‬ ‭of‬ ‭personal‬ ‭data‬ ‭(such‬‭as‬‭based‬‭on‬‭legitimate‬‭interests,‬

‭including profiling, and marketing),‬

‭●‬ ‭To‬ ‭receive‬ ‭the‬ ‭personal‬ ‭data‬ ‭concerning‬ ‭them‬ ‭in‬ ‭a‬ ‭structured,‬ ‭commonly‬ ‭used,‬ ‭and‬

‭machine-readable‬ ‭format‬ ‭("right‬ ‭to‬ ‭data‬ ‭portability")‬ ‭and‬ ‭have‬ ‭the‬ ‭right‬ ‭to‬‭transmit‬‭that‬‭data‬‭to‬

‭another controller,‬

‭●‬ ‭The‬ ‭right‬ ‭to‬ ‭object‬ ‭to‬ ‭automated‬ ‭decision-making‬ ‭and‬ ‭profiling.‬ ‭Data‬‭subjects‬‭have‬‭the‬‭right‬‭to‬

‭say no to solely automated decisions—including profiling—being made about their data‬

‭●‬ ‭To‬ ‭withdraw‬ ‭consent‬ ‭at‬ ‭any‬ ‭time‬ ‭where‬ ‭data‬ ‭is‬ ‭processed‬ ‭based‬ ‭on‬ ‭their‬ ‭consent,‬ ‭without‬

‭affecting the lawfulness of processing carried out before withdrawal,‬

‭●‬ ‭To‬ ‭lodge‬ ‭a‬ ‭complaint‬ ‭with‬ ‭a‬ ‭supervisory‬ ‭authority‬ ‭if‬ ‭they‬ ‭believe‬ ‭their‬ ‭rights‬ ‭under‬ ‭GDPR‬ ‭have‬

‭been infringed.‬

‭Data Subject Application Process‬

‭To‬ ‭submit‬ ‭requests‬ ‭regarding‬ ‭your‬ ‭personal‬ ‭data‬ ‭rights,‬ ‭you‬ ‭must‬ ‭first‬ ‭complete‬ ‭the‬ ‭preliminary‬ ‭form‬
‭available‬‭on‬‭the‬‭Picus‬‭Trust‬‭Center.‬‭Once‬‭the‬‭form‬‭is‬‭received,‬‭your‬‭request‬‭will‬‭be‬‭reviewed‬‭based‬‭on‬‭the‬
‭legal‬ ‭basis‬ ‭you‬ ‭provide,‬ ‭and‬ ‭you‬ ‭will‬ ‭be‬ ‭provided‬ ‭with‬ ‭the‬ ‭appropriate‬ ‭application‬ ‭form‬ ‭within‬ ‭five‬ ‭(5)‬
‭business‬‭days.‬‭Upon‬‭submitting‬‭the‬‭completed‬‭application‬‭form,‬‭your‬‭request‬‭will‬‭be‬‭processed‬‭as‬‭quickly‬
‭as possible and no later than thirty (30) days, depending on the nature of the request.‬

‭If‬ ‭your‬ ‭request‬ ‭is‬ ‭complex‬ ‭or‬ ‭you‬ ‭make‬ ‭more‬ ‭than‬ ‭one,‬ ‭the‬‭response‬‭time‬‭may‬‭be‬‭a‬‭maximum‬‭of‬‭three‬
‭calendar months, starting from the day of receipt.‬

‭To‬ ‭ensure‬‭data‬‭security,‬‭we‬‭may‬‭contact‬‭you‬‭within‬‭seven‬‭(7)‬‭business‬‭days‬‭of‬‭receiving‬‭your‬‭request‬‭to‬
‭verify‬ ‭your‬ ‭identity‬ ‭and‬ ‭request‬ ‭additional‬ ‭information‬ ‭or‬ ‭documents,‬‭if‬‭necessary.‬‭If‬‭any‬‭information‬‭or‬
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‭documents‬ ‭are‬ ‭missing,‬ ‭the‬ ‭thirty‬ ‭(30)‬ ‭day‬‭processing‬‭period‬‭will‬ ‭be‬‭suspended‬‭until‬ ‭all‬ ‭required‬‭details‬
‭are provided.‬

‭For‬ ‭more‬ ‭information‬ ‭regarding‬ ‭your‬ ‭personal‬ ‭data‬ ‭requests,‬ ‭please‬ ‭contact‬ ‭us‬ ‭at‬
‭privacy@picussecurity.com‬‭.‬
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