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Threat Landscape Overview
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Threat Landscape Trends



Red Report 2021
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Trends in Adversary TTPs

Data encryption is 
more common.

Malware is 
increasingly 

sophisticated.

Defense evasion 
is the most 

common tactic.

Adversaries prefer 
to abuse built-in 

tools.
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Real-Life Threat Stories



‘WastedLocker’ – Russian Nation-State Actor

Detected during Proof of Value

New Malware

Living-Off-The-Land

Double-Threat 

US Agricultural Organisation

Targeted 
Ransomware



Attack Overview



Exchange
Zero-Days

‘Hafnium’ – Chinese State-Sponsored 
Attacker

4 Zero Days – ‘ProxyLogon’

Protected Against 3 Months Before Public 
Attribution

Likely Espionage Campaign

Targeting Asian Key Infrastructure 
Organisation

No Damage Done



Attack Overview



Picus Threat Library

   11000+ Threats

● Adversary Emulation Playbooks

● Atomic Attacks

● Malware Attacks

● Vulnerability Exploitation Attacks

● Web Application Attacks

● Email Attacks

● Data Exfiltration Attacks



Takeaways

Threats are Fast and Furious – Aggressive defensive automation required
● Automate big and small
● Leverage recent technology
● Use open source / crowdsourcing

Attacks Against Cloud - Familiarize your SOC with Cloud Security
● What does ’cloud’ mean in security terms?
● Don’t just prevent – detect and respond
● Upskill – what does a SaaS attack look like

Mid-game Hunting - Monitoring is not a nice to have, but a must today
● Work in quick iterations, tangible successes (not the ’24-month monolithic approach’)
● Seek clever solutions – MSP, tech with heavy-automation, smart hiring

Breaches Happen – Prepare, drill, simulate
● Table-top / boardroom exercise /  technology-driven / scenario-based / …



Key Takeaways for SOCs
from Red Report Research

● Leverage the threat-centric approach 

○ Focus on TTPs rather than IOCs.
○ Leverage behaviour-based detection
○ Prioritise telemetry sources
○ Operationalize MITRE ATT&CK
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